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1
MO PAU

1. Tinh cap thiét cia dé tai

Sy phat trién manh mé& cia cong nghé thong tin trén linh vyc
mang noi chung va Internet néi riéng di gitip cho viéc trao doi thong
tin nhanh chéng, dé dang. Dich vu trao d6i thong tin cho phép nguoi
ta nhan hay guri dir ligu ngay trén may tinh cta minh; thuong mai
dién tur cho phép thyuc hién céac giao dich trén mang. Do vay, théng
tin c6 thé bj danh cap, lam sai léch hoic gia mao ngay cang nhiéu
hon. 64,2 triéu lugt may tinh tai Viét Nam bi nhiém virus nam 2011,
theo thong ké cua Hé théng gidm séat virus BKAV. Trung binh mot
ngay da c6 hon 175 nghin may tinh bi nhiém virus. Nam 2012, Viét
Nam bi xép thir 15 vé phat tan ma doc, thar 10 Ve tin réc, tha 15 vé
zombie. Nam 2013, mdi thang c6 khoang 300 website bj tan cong
lam thay ddi giao dién, ding cic thong tin sai 1éch, pha hoai hoat
dong cua website. Didu ndy 1am anh huong l6n toi cac td chirc, cac
cong ty hay ca mot québc gia [17].

Hién nay, véi su phat trién cua céng nghé, luong dit lidu luu
trir cang ngay cang lén. Didu nay dat ra nhiéu thach thuac. Bé xur ly
lwong dit liéu khdng 16 do, rat nhiéu cong nghé di ra doi. Trong do
phai ké dén cong nghé tinh toan phan tan. Y tuong chinh cua viéc
tinh toan phéan tan la chia bai toan thanh nhitng bai toan con va giai
quyét trén cac may riéng biét nhau duoc két ndi trong mot cluster.
Ching ta c6 thé thay sy thanh cong cia cac cong ty nhu Google,
Facebook trong thoi dai bing nd vé cong nghé hién nay. Pang sau sy
thanh cong d6 c6 sy dong gdp khong nho cua mot md hinh 1ap trinh
dugc dua ra boi Google — d6 1a moé hinh lap trinh phén tan
MapReduce [18].

MapReduce la mot md hinh Iap trinh phan tan, bao gom hai
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giai doan chinh Ia Map va Reduce. M6 hinh lap trinh MapReduce
duoc dung dé xir ly dir lidu 16n dua trén ly thuyét cua md hinh tinh
todn song song va mé hinh xir ly dix li¢u phén tan trén nhirng cum
may tinh. Uu diém cua MapReduce la:

- Xir ly tot bai todn véi lugng dir lidu 16n c6 cac tac vu phan
tich va tinh toan phuc tap khong luong trude dugc.

- C6 thé tién hanh chay song song trén cac may phan tan mot
cach chinh xé&c va hiéu qua. Khong can quan tdm dén sy trao doi dir
liéu gitra c&c cluster véi nhau vi ching hoat dong mot cach doc lap,
khong can theo ddi xtr ly cac tac vu, xir 1y 13i.

- C6 thé thuc hién md hinh MapReduce trén nhidu ngdn ngi
(Java, C/ C++, Python, Perl, Ruby) véi cac thu vién tuong (ng.

Véi nhu cau xir ly dit liéu 16n, cac ma doc trén mang ngay
cang nhiéu, qué trinh phat hién va xir Iy ma doc rat phic tap, ma doc
can thoi gian xir Iy ngén hon, do d6 huéng tng dung MapReduce dé
phéat hién ma doc dang dugc quan tdm hién nay.

Vi nhiing Iy do nhu trén, t6i da chon d& tai luan vin cao hoc:

“Ung dung md hinh MapReduce phan tich va xz Iy malware ”

2. Muc tiéu ciia deé tai

Muc tiéu chinh cua d tai 1a nghién ctu tng dung md hinh
MapReduce dé thiét ké xay dung hé théng phan tich va xu ly ma
doc.

Pé thuc hién dwoc yéu ciu trén, luan van tap trung thyuc hién
nhitng nhiém vu cu thé nhu sau:

- Tim hiéu cac nguyén tic an toan va bao mat thong tin

- Tim hiéu hé thdng hd trg phat hién xam nhap

- Tim hiéu phwong phap 1ap trinh phan tdn MapReduce, phan
tich va xtr ly cac ma doc



3

- Nghién ctu tng dung mé hinh xtr Iy phan tan MapReduce dé
xay dung hé théng phan tich va xir Iy ma doc

- Trién khai thir nghiém trén hé théng mang tai Dai hoc Pa
Ning

- Nhan xét danh gia va so sanh véi cac hé théng khac

3. Péi twong va pham vi nghién ciu

3.1. Péi twong nghién cru

- Co ché an toan théng tin mang

- Hé thdng phéat hién xam nhap

- M0 hinh lap trinh phan tdn MapReduce

- Co ché phan tich va xt ly cac ma doc

3.2. Pham vi nghién cizu

- Cac nguy co Xxam nhap hé théng

- Nghién ctru cac thu vién hd trg phét hién virus ¢ san

- Moi truong lap trinh phén tan theo mé hinh MapReduce

- Ap dung vao hé théng mang tai Pai hoc Pa Néng

4. Phwong phap nghién ciru

4.1. Phwong phdp Iy thuyét

- Co ché an toan va bao mat thdng tin mang

- Co ché phéat hién xam nhap cua ma doc

- Nguyén Iy Iap trinh theo m6 hinh xur ly phan tdn MapReduce

- Phan tich va xu 1y cac ma doc dua vao mé hinh MapReduce

4.2. Phwong phdp thuc nghiém

- Phan tich, thiét ké cac chirc nang phan tich va xir Iy ma doc

- Xay dung cac mo-dun xur ly phéan tan véi ma doc

- Xtr ly, hién thi va danh gia két qua

- Kiém thir, nhan xét va danh gia két qua caa hé thong
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5. Y nghia khoa hoc va thuc tién

5.1. Y nghia khoa hoc

- Co ché phan tich xir ly va phét hién ma doc

- Ap dung phuong phap 1ap trinh phan tan theo mé hinh
MapReduce dé xt ly bai toan phan tich va xt ly ma doc theo thoi
gian thuc

5.2. Y nghia thuc tién

- Pé xuét giai phap phat hién va xt Iy ma doc cho céc to chirc
va doanh nghiép

- Cung cip mot hé thdng hd tro cho cac nha quan tri mang
khai thac va ing dung phuc vu cong Vviéc cua co quan, doanh nghiép

6. Bo cuc luin vin

Bé cuc cua luan van gom cac phan chinh nhu sau:

Ma ddu

Churong 1. Tong quan dé tai

Churong 2. M6 hinh xi ly phan tdn MapReduce

Chirong 3. Xay dung hé thong phan tich va xi ly ma déc

Két lugn va hwdng phat trién
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CHUONG 1
TONG QUAN DE TAI
1.1. AN TOAN THONG TIN
1.1.1. Giéi thigu
1.1.2. Céc yéu cu an toan bao mat thdng tin
1.1.3. Céc tiéu chuin dam bao an toan thdng tin
1.1.4. Tinh hinh an ninh mang trong nwéc
1.1.5. Tinh hinh an ninh mang quéc té
1.2. CACHINH THUC TAN CONG MANG
1.2.1. Tén cong thim do
1.2.2.  Tan cong sir dung ma doc
1.2.3. Tan céng Xxam nhap mang
1.2.4. Tan cong tir chéi dich vu
1.3. TAN CONG MA PQC
1.3.1.  Khai niém ma déc
1.3.2. Phén loai ma dgc
1.3.3. Hanh vi cia ma doc
1.3.4. Cac phuong phap phan tich ma d¢c
a. Phwong phdp phén tich ma dgc thii cong
- Phan tich so luwoc
- Phén tich hoat dong
- Phan tich bang cdch doc ma thuc thi ciia ma déc
b. Phwong phdp phin tich ma doc tu déong
1.4. CAC CONG TRINH NGHIEN CUU LIEN QUAN
Trong hau hét cac hé thong sandbox mién phi dugc cung cap
trén mang nhu: Joe Sandbox, Threat expert, CW Sandbox chi ho tro
co ché cho phép ngudi dung nhap cung ldc mot ma doc 18n cho hé
thdng phan tich. Ngay ca véi truong hop ngudi ding dua 16n mot tap
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tin nén *.zip chura cac tap tin ma doc nhung cac hé théng trén déu
tach riéng ra dé phan tich tirng tap tin.

Bén canh d6 nhiing hé théng sandbox cho phép phan tich hanh
vi mi doc ty dong mién phi nhu Cuckoo Sandbox, Buster Sandbox
hay Zero Wine Sandbox déu c6 nhitng han ché riéng.

Buster Sandbox phu thudc vao viéc tai va cai dat Sandboxie,
day 1a mot phan mém ma déng va co khuynh hudng thu phi nguoi
dung. Bén canh d6 viéc tly chinh c&c kich ban bén trong Buster
Sandbox lai khong duoc hd tro nhiéu, do vay nguoi dung thuong chi
chap nhan nhiing gi ma Buster Sandbox cung cap [32].

Zero Wine Sandbox ciing gip phai mot s6 vin dé khi phan tich
cac ma doc do 1a kha nang ma doc phat hién moi truong phén tich
cua Zero Wine Sandbox rat cao, théng qua viéc doc gia tri registry
hodc thdng qua viéc so sanh dung lugng tap tin Windows that va tap
tin Windows trong Zero Wine Sandbox, do cac tap tin trong Zero
Wine Sandbox thuong co dung lugng nho. Va phién ban méi nhit
ciia Zero Wine Sandbox dwgc cung cip vao cudi nim 2010 nén
khong theo kip véi su phat trién caa cac loai ma doc [33].

Cuckoo Sandbox dugc bit dau vao nam 2010, 1a mot du &n
trong Google Summer of Code dwgc thiét ké va phét trién boi
Claudio nex Guarnieri. Cuckoo c6 thé tan dung su sang tao va déng
gop cua toan thé cong ddong dé tao nén mot hé théng phan tich ma
doc 6n dinh va hiéu qua hon. Tuy nhién hé théng Cukoo van chay
mot cach tuan ty phan tich timg ma doc [34].

M@ hinh xt 1y phan tan MapReduce duoc tng dung trong cac
bai toan dit liéu rat I6n (big data), phuc tap ma véi mot may gan nhu
la khdng thé xir 1y dugc. Lap trinh phan tan theo mé hinh nay gilp
giam dang ké thoi gian xir ly cong viéc. Dudi day 1a mot sé nghién
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ctru va tng dung theo md hinh 1ap trinh phan tan MapReduce nhu:
Bai toan dém tir xuat hién [13], Khai pha luat két hop véi dir liéu
phén tan dya trén mé hinh MapReduce (Luan van thac si) [3], Theo
ddi cac tran dong dat trén thé gisi [18], Ap dung Search Engine phan
tan [2], Tinh d¢ twong tu cua tai liéu theo mé hinh MapReduce,...
1.5. KET CHUONG

Trong chwong ndy da gigi thiéu tong quan vé an toan thdng
tin. Khai quat mot s6 khai niém co ban vé an toan thdng tin, cac hinh
thirc tin céng mang, tin cong ma doc. Néu ra cic yéu ciu an toan
bao mat théng tin, cac tieu chuan dam bao an toan théng tin, tinh
hinh an ninh mang trong nudc va quéc té. Ngoai ra, trong chuong
nay, da trinh bay cu thé cac hinh thirc tin cdng mang va tan cong ma
doc, céc tac hai cia ma doc, phéan loai ma doc, cac phuong phap va
cong cu hd trg phan tich ma doc. Tir d6 hinh thanh y tuéng ung dung
m6 hinh xtr ly phan tdn MapReduce vao phan tich va xir Iy ma doc.
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CHUONG 2
MO HINH XU LY PHAN TAN MAPREDUCE
2.1. DPIEN TOAN PAM MAY
2.1.1. Pic diém dich vu dién toan dam may
2.1.2. Lgiich ciaa dién toan dam may
2.1.3. Tinh chit co ban ciia di¢n toin dam may
a. Tw phuc vu theo nhu cdu (On-demand self-service)
b. Truy xudt dién réng (Broad network access)
c. Dung chung tai nguyén (Resource pooling)
d. Khd nding co gian (Rapid elasticity)
e. Diéu tiét dich vu (Measured service)
2.1.4. C&c mé hinh dién toan dam may
a. Mo hinh dich vu
- Infrastructure as a Service — laaS
- Platform as a Service — PaaS
- Software as a Service — SaaS
b. M0 hinh trién khai
- Public Cloud
- Private Cloud
- Hybrid Cloud
2.2. MO HINH XU LY PHAN TAN MAPREDUCE
2.2.1. Giéithiéu
MapReduce la mé hinh xur ly phén tan gitp cac ung dung cé
thé xtr ly nhanh mét lwong dit liéu 16n. Céc dit liéu nay duoc dit tai
cac may tinh phéan tan. Cac may tinh nay sé hoat dong song song doc
lap v6i nhau. Biéu nay gidp rat ngan thoi gian xt ly toan bo dir lidu.
Uu diém caa MapReduce:
- Xu ly tét bai toan vé luong dit liéu 16n c6 cac tac vu phan
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tich va tinh toan phurc tap khong luong trude dugc.

- CO6 thé tién hanh chay song song trén cac may phan tan
mot cach chinh xac va hiéu qua. Khong phai quan tam
dén sy trao d6i dir liéu giira cac cluster voi nhau vi ching
hoat dong mot cach doc lap, khdng phai theo doi xu ly
cac tac vu, xir ly 16i.

- CO6 thé thyc hién md hinh MapReduce trén nhiéu ngén
ngit (Java, C/ C++, Python, Perl, Ruby) véi cac thu vién
tuong tng [9].

2.2.2.  Nguyén tic hoat ddng ciia MapReduce

MapReduce gém hai qué trinh thyc hién hai ham Map va
Reduce. Y tuong chinh cua MapReduce chinh Ia thuc hién viéc
"Chia dé tri" [13].

k1, v1) »| (k1',v1") (k1', {v1'¥3'v5'}) k1", v1")
k2. v2) %“2“3)) k2. {v2'v6'}) &2, v2")
(3. v4)
(&3, v3) »| (k1. v5") s (3, k3", v3")
(k2. v6")
—* Map —* Shuffle Reduce

Hinh 2.3. So do hoat déng ciia qué trinh MapReduce

2.2.3. C&c ham Map va Reduce
2.3.  NEN TANG HADOOP

2.3.1. Giéi thiéu

Nam 2008, Hadoop d3 pha ky luc thé gigi v& sip xép mot
terabyte dir liéu. Chay trén mét cluster gdm 910 nit, Hadoop di sip
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xép mot terabyte dir liéu trong vong 209 gidy, pha ky luc cii 1a 297
gidy. Sau do it 1au, Google cong bd g dung chay trén MapReduce
cua ho da sap xép duoc mot terabyte dir liéu trong 68 gidy. Vao
thang 5 nim 2009, mot doi cac nha phét trién cua Yahoo! da ding
Hadoop dé sap xép mot terabyte dir liéu trong vong 62 gidy.
a. Céc thanh phan ciia Hadoop
b. Téng quan ciza mét cum Hadoop
c¢. Ung dung ciza Hadoop
2.3.2.  Hé thong tap tin phan tan Hadoop
a. Téng quan thiét ké ciza HDFS
Cic tinh nang ciia NameNode
Khd ndng chiu 16i va chdn dodn 16i ciia HDFS
Céc giao di¢n twong tic
. Qudn tri HDFS
3.3. Phat trién &ng dung MapReduce trén nén tang
Hadoop
2.4, KET CHUONG
Trong chuong ndy da trinh bay vé dién toan dam may, md

N O o o o

hinh 1ap trinh MapReduce, chi ra dwgc cac vu nhuge diém, nguyén
tac hoat dong, thuc thi MapReduce. Ngoai ra, ndi dung chuong nay
da gigi thiéu vé nén tang Hadoop, trinh bay tong quan thiét ké cua
HDFS, céc tinh niang cua NameNode, kha ning chiu 16i va chan doan
16i cia HDFS, céc giao dién tuong tac va quan tri HDFS. Tur d6 lam
nén tang dé xay dyng md hinh va quy trinh thuc hién phan tich va xu
ly ma doc dua trén nén tang Hadoop.
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CHUONG 3
THIET KE HE THONG PHAN TICH VA XU LY MA PQC

3.1. PHAT BIEU BAI TOAN

Véi nhu ciu xir ly dir liéu 16n, cac ma doc trén mang ngay
cang nhiéu, qué trinh phét hién va xt Iy ma doc rat phuc tap, ma doc
can thoi gian xu 1y ngén hon, do d6 huéng wng dung mé hinh xi ly
phan tan MapReduce dé phan tich va xu Iy ma déc dang duoc quan
tam hién nay.

Yéu cau cua hé théng phan tich va xir Iy ma doc: Tinh phan
tan, Tinh an toan, Tinh tw dong, Tinh hiéu nang
3.2. PHAN TiCH MA PQC DUA TREN MO HINH

MAPREDUCE

3.2.1. Mo hinh phan tich ma d¢c

\

U=

Internet

DANH SACH MA BOC

v DUQC PHAT HIEN

Server HE THONG PHAN TiCH MA BQC

Hinh 3.1. M6 hinh tong quan hé thong
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Slave 1
nhiém vy Map

Trang thii 1,
Slave 5
—Slave 2 —_—
nhlema:il Map ™ nhiem vy Reduce .
ima dge 8
o I ) 005.7
m* ] us*
File danh séch Slave 6
| — Slave 3 ~ —
- mé dic shiem vy Map nhiém vy Reduce .
Ill* ol ".* N IELE
Slave 4
h Slave 7
Imem vy pr nhiém vy Reduce .
) (O o
Hé théng may tinh |\Mésio)| |May

Hinh 3.2. M6 hinh hé thang phdn tich ma déc

Hé thdng phan tich ma doc bao gdm mot may master (may
chi) va nhiéu may slave (may tram). Hé thong tap tin phan tan
HDFS s& luu trit cac md doc can phan tich. Vi hé thdng nay cho
phép ta c6 thé chon nhiéu kiéu tap tin khac nhau va c6 thé dat phan
tan dé phan tich. May client s& goi danh sach tap tin cac ma doc dén
va yéu cau thuc hién phan tich. May master s& xem xét nhitng may
slave nao sin sang va phan phdi, goi dia chi ma doc dén dé lam
nhiém vu Map. Cac may slave lam nhiém vu Map sé tai ma doc tur
HDFS va tién hanh phan tich. Két qua cua qua trinh Map s& duoc goi
dén cc may slave dé 1am nhiém vu Reduce. Két qua phan tich ciing
chinh I két qua ctia qué trinh Reduce. Nhu vay, & cAc may slave vira
lam nhiém vu Map, vira lam nhiém vu Reduce.

O cac may slave déu duoc cai thém mot hoic nhiéu may 4o.
Ty vao ciu hinh may chu, viéc cai dat nhiéu may 4o s& gitp giam
thoi gian phén tich, tang hiéu qua xir ly. Muc dich cta viéc cai dat
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may 40 |4 tao ra moi trudng an toan dé thyc thi ma doc sau khi ma
doc duoc tai vé tir HDFS. Cac may 4o nay duoc lap trinh dé co thé
chay tu déng (tu khéi dong, tu dong khoi phuc lai moéi trueong sach,
ty sao chép tap tin vé phan tich, tra két qua cho may slave, tu dong
tat may 40) ma khdng can su can thiép caa con nguoi. Véi chic ning
Snapshot, s& gitp cho viéc khdi phuc lai méi truong, cau hinh phan
tich trong may 4o tré nén nhanh chong hoac c6 thé chon lya cac moi
truong phan tich khac nhau dé phi hop véi cac tap tin phan tich ma
doc.
3.2.2. Quy trinh thyc hién
a. Pau vao
- Danh sach tap tin nghi ngo ¢c6 ma déc
- biachi mi doc
b. Pdura
- Két luan tap tin c6 nhiém ma doc hay khong
- Két qua bao c4o chi tiét vé cac hanh vi ciia ma doc
- Théng ké cac ma doc dugc phan tich
- Két qua xir Iy, ngan chan, g& bo ma doc
c. So dé thugt toan
d. Cdc buwoc thuc hign
3.2.3. Co ché Map mi déc
Céac may slave 1am nhiém vy Map s& nhan dau vao 1a mot cap
<key, value> véi key la tén cac ma doc, value 1a dia chi cua ma doc.
Dua vao dia chi nay, cac may cuc b sé tai cac ma doc vé phan tich.
Nhu vay, qué trinh hoat dong caa may slave lam nhiém vu
Map c6 ba giai doan chinh:
- Tai ma doc vé may slave dé Iam nhiém vu Map tir HDFS
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- Thuyc hién chay hoat dong phan tich tinh
- Chép ma doc vao may ao, thuc hién chay hoat dong phan

tich dong
Cong viéc xtr ly két qua phan tich dugc mo ta nhu sau:
Két qua Két qua
phan tich tinh phén tich dong
Key HDFS
| Reducer |

Hinh 3.5. Xu Iy két qua phan tich

Két qua caa qua trinh phén tich dwoc xuét ra tap tin. Két qua
phan tich s& dugc phan chia, mot phan 1a diu ra cho qué trinh Map,
mot phan duogc luu xudng HDFS dé phuc vu cho viéc théng ke.

Viéc phén tich tinh gdm c6 cac thong tin co ban nhu: tén ma
doc, gia tri MD5, trang thai ma doc, kha nang phat hién ma doc nay
ctia cac Antivirus. Trang thai ma doc 1a NOT OK néu nhu mi doc do
dugc phat hién, OK néu mi doc d6 khong duoc phét hién, N/A néu
nhu c6 16i xay ra trong qua trinh phén tich. Trang thai ma doc chinh
1a d4u ra cua qué trinh Map va s& 1a dau vao cua qua trinh Reduce.

Poan m4 1énh churong trinh minh hoa co ché Map ma doc:

3.2.4. Co ché Reduce ma déc

Sau khi thuc hién xong nhiém vu Map, cadc may slave s¢ thuc
hién nhiém vu Reduce. Dau vao cua cdc may Reduce s& la cip céc
<key, value>, vai key la trang thai ma doc (NOT OK, OK, N/A) va
value la tén cua cac ma doc. Cac may Reduce s& nhom cac ma doc
c6 cung trang thai thanh tirng nhom.
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3.3. THIET KE XAY DUNG HE THONG
3.3.1. Phéan ra chire ning
3.3.2. Chirc nang phan tich tinh

—p

il

Malware Hash
Registry

)
— ) P

Internet

HE THONG PHAN TiCH MA BOC

Firewall

m—l@

Hinh 3.7. Téng quan hoat déng chite nang phdn tich tinh

Xac dinh ma doc
can phan tich

v

Lay gia tri MD5
cua mé doc

Grri gia tri MD5 dén
Malware Hash Registry

v

Nhan két qua

Hinh 3.8. So' do hoat dong phan tich tinh
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#!/bin/bash
MALWARE=$1
MD5="md5sum ${MALWARE} | awk '{print $1}'"

whois -h hash.cymru.com ${MD5} > ${MALWARE}.static

3.3.3. Chirc niing phan tich djng

Xac dinh ma doc
can phan tich

Bat may ao

v

Khoi phuc may ao vé
trang thai dé thiet lap trwéc

v

Chép mé doc vao may ao

v

Chay hoat dong
phan tich dong

v

Chép kétquara

v

Tat may ao

Hinh 3.9. So' do hoat déng phan tich dong
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3.3.4. Chirc niing ngin chan, gé bo

DANH SACH MA BOC

PUQC PHAT HIEN ]
HE THONG PHAN TiCH MA POC

<y, [Thn ]

§— o

Router
Firewall

Hinh 3.10. Chitc nang ngan chan, 9o bo

3.4. TRIEN KHAI THU NGHIEM

3.4.1. Mai trwong trién khai

3.4.2. Cong cu sir dung

3.4.3. K&ét qua thir nghiém

Két qua phan tich tinh s& hién thi: STT, tén ma doc, gia tri
MD5, tinh trang ma doc (NOT OK, OK, N/A), sb lugng Antivirus
phét hién va thdng ké sb lvong mi doc di phén tich, s6 luong ma doc
bi phat hién, sé lugng ma doc khong bi phét hién, s6 luong 15i trong
qué trinh phan tich.

Bang 3.2. Thoi gian phén tich tinh cdc ma doc trén mgt may

S6 lwongma | Thoi gian phan o
STT 3 Phat hién Tilé %
doc tich
1 50 60 gidy 44 88.00%
2 100 113 giay 89 89.00%
3 150 150 giay 134 89.33%
4 200 185 gidy 173 86.50%
5 250 222 giay 219 87.60%
6 300 251 giay 258 86.00%
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Két qua phan tich tinh trén 50, 100, 150, 200, 250 va 300 ma
doc lan luot 13 44/50, 89/100, 134/150, 173/200, 219/250 va 258/300
v6i thoi gian tuong tng 1a 60, 113, 150, 185, 222 va 251 giay, ti lé
phét hién ma doc dat gid tri tir 86.00% dén 89.33%.

Malware Analysis - Tran Thanh Liém - K26.KMT.DN

File Execute Information

EBNCONENORY RS

. Jhome/hadoopuser/datafinput/malwaresl 0.bi Choose file...
Static
| Malware Analysis J [ Clear J
STT | Tén file | .
= 1 baidu-player 11
Dynamic 2 microsoft-offi
3 itunes.exe soft\CryptographylRNG\Seed: 79 44 F2 DE 7
4 onekey-ghost 13... HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed: E9 DA 85 98 8
5 m.exe
6 utarrent_342_buil...
7 order_receipt.do... Files[attrimadified:10
8 safeip_2002802..., o
g CHHV, exe C:\Documents and Settings\ddministratorintuser. dat.LOG
About 10  SFAAD3UEWS.exe CAWINDOWS\Prefetch\ANALYZE, EXE-0398D6 74, pf
g 11 fre-disk-wipe 25L.. CWINDOWS\system32\configisoftware, LOG
12 bot. exe - C:AWINDOWS\system32\config\system,LOG
CAWINDOWS\system32wbem\Repositony\FSUNDEX.BTR
13 tspeder_45.
T e R CAWINDOWS\system32\whemRepositor\FSUNDEX. MAP
15 wulanP 1‘2 CAWINDOWS\system32\whem\RepositonAFSIMAPPING. VER
u Ei” ;“—K zP CAWINDOWS\system 32 whemRepository\FS\MAPFINGL. MAP

16 MO0 ISkGSEaNM L CAWINDOWS\system32\wbem\RepositonA\FS\0BJECTS. DATA

Exit 17 InternetCut.exe CAWINDOWS\system32\wbem\Repositor\FSVOBJECTS, MAP

X1 18 virussign.com_21...

19 virussign.com_0a...
20 virussign.com_06...
21 virussign.com_11
22 virussign.com_1 v

23 virussign.com_05... [y <

Hinh 3.19. Két qua phdn tich déng

Tap tin [thuthuat.chiplove.biz]---Keygen-IDM-6xx.exe  bi
nhiém ma doc da lam thay déi hé thong. Hanh vi cua ma doc nay da
dugc hé thong ghi lai: s6 khoa bi xoa di trong registry 1a 6, s6 luong
thém vao 1a 2, sé lugng chinh sira 1a 11. Téng sb thay doi trong

registry la 19.
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3.5. NHAN XET PANH GIA

Chuong trinh Gng dung duoc xay dung trén co so Iy thuyét va
mod hinh dé xuit sip t6i s& thar nghiém tai Pai hoc Pa Ning. Budc
dau, hé thong phan tich va xir Iy ma doc s& dem lai nhitng thuan tién
trong viéc dam bao an toan thdng tin mang. Viéc tan dung nang luc
ctia c&c may chu trong thoi gian rdi bang cach dit lich thyc hién gop
phan nang cao ning sut trong sang kién, cai tién k¥ thuat, rdt ngan
dugc dang ké thoi gian phan tich ma doc.

Hé thdng phan tich va xtr 1y md doc dugc tng dung tir md
hinh MapReduce nay duoc hoat dong méot cach tu dong. Tu dong &
day c6 nghia 1a cac cong doan phan tich déu do hé thdng tu dong
thuc hién, tir cong doan nhan ma doc cho dén sao chép mi doc vao
may 40, thuc thi ma doc va cudi cung 1a dua ra ban bao céo chi tiét
vé hanh vi ma d6¢c ma khéng can con nguoi tac dong vao.

Qua céc két qua thuc nghiém & trén cho thay:

Ti 1é ma doc dugc phét hién trén cac bo thir lan luot 1a 44/50,
89/100, 134/150, 173/200, 219/250 va 258/300, ti & phat hién dat tur
86% tro 1én. Két qua cua hé thong phan tich tinh nay phu thudc vao
dich vu bén ngoai s dung, dich vu Malware Hash Registry cia
Team Cymru. Ngoai ra, ta ciing c6 thé sir dung cac dich vu khac nhu:
Virus Total [20].
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Hinh 3.21. Biéu do thoi gian phdn tich tinh cdc ma dgc trén mgt may

Bang 3.2 thé hién thoi gian phan tich tinh cac ma doc trén mot
may. Ta thiy rang sb lugng ma doc dugc phén tich cang ting 1én thi
thoi gian phan tich trén mdi ma doc s& giam lai. Néu s6 lwong ma
doc la 50 va thoi gian phén tich la 60 gidy thi trung binh thoi gian
phan tich mdi ma doc 1a 1,2 gidy. Néu s6 lugng 1a 300 va thoi gian
phén tich Ia 251 gidy thi thoi gian phén tich trung binh chi con lai la
0,84 gidy (giam 30% trén mdi ma doc). Hinh 3.21 minh hoa rd van
dénay.’ v

Néu trién khai dugc trén cdc may chu IBM x3650 M4 (02 x
Xeon 8C E5-2640v2 95W 2.0GHz, 32GB RAM, 02 x 300GB) tai
Pai hoc Pa Nang thi:

- Thoi gian phan tich trén 2 may ao: 150 gidy + < 5 giay

(cac giai doan khac da dwoc kiém chung thuc nghiém)
nén két qua s& < 155 giay.
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- Mbi mi doc trung binh mat khoang 1,2 gidy phan tich nén
thoi gian phan tich 1000 ma doc la: 1,2 * 1000 / 240 + <

5 gidy (cac giai doan khac) nén két qua s& < 10 giay.

Bang 3.3. D tinh thoi gian phan tich 300 ma déc trén hé thong

. . Tong sé may . .
STT | So lwong may chu o Thot gian (du kién)
a
1 1 251 giay
1 2 < 155 giady
12 240 < 10 gidy

Két qua phan tich tinh va phan tich dong duoc hién thi rd rang,
hop ly. Hé thdng hoat dong 6n dinh, céc chirc ning déu co ban hoan
thanh va cho két qua chinh xéac, hé théng twong dong vai tai liéu sb
[8].

So véi cac hé thdng sandbox mién phi nhu Joe Sandbox,
Threat expert, CW Sandbox, viéc trng dung m6 hinh xur ly phan tan
MapReduce c6 thé xtr ly hang loat, tu dong, trong khi cac md hinh
trén chi cho phép nhap mot ma doc dé phan tich va chwa tu dong.

So véi nhitng hé thong xir ly tu dong nhu Buster Sandbox,
Cukoo Sandbox hay Zero Wine Sandbox thi hé théng nay gip cho
viéc phan tich dugc thuc hién song song, tang hi€u nang, giam thoi
gian trong viéc phan tich sb lwong Ién ma doc.

Nhu vay, viéc ieng dung md hinh xt ly phan tan nay gitp viéc
phan tich va xur 1y ma doc dugc thuc hién mot cach nhanh chong, co
s& dir lidu duoc cap nhat kip thoi, ¢6 thé phan tich hang loat cac tap
tin tly vao sé lwong may 4o, tinh tu dong va tinh twong thich vai hé
thdng cao va dé dang, linh hoat trong viéc xu ly, khic phuc sy cé.
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3.6. KET CHUONG

Trong chwong nay di phat biéu bai toan, dwa ra mo hinh phan
tich va xtr Iy ma doc, so d6 phan ré chirc ning. Bén canh d6 da thiét
ké hé thong phan tich tinh, hé thong phan tich dong, hé thong ngan
chan, g& bo. Ngoai ra, trong chuong nay da trién khai thir nghiém
trén moi trudng may that Ubuntu 14.04 véi cong cu trién khai nhu
VMware, Eclipse, Plugin cho Hadoop trén Eclipse, AutolT, Regshot,
bo thu vién JNI va danh gia két qua dat duoc trén bo thu vién ma doc
thir nghiém. Viéc trién khai hé thong phan tich va xir Iy ma doc dua
trén md hinh xur ly phan tdn MapReduce la nhu cau thyuc su can thiét
dbi voi Pai hoc Pa Ning va cac co quan, doanh nghiép. Hé thong s&
g6p phan dang ké trong viéc phat hién va ngan chin ma doc kip thoi,
g6p phan nang cao hiéu qua lam viéc.
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KET LUAN VA HUONG PHAT TRIEN

1. KET QUA PAT PUQC
Trong thoi gian tim hiéu, nghién ctu co s& Iy thuyét va trién

khai &ng dung cong nghé, luan van di dat duoc nhirng két qua sau:
Vé mat Iy thuyét, luan van da dat dugc mot sé két qua sau:

Hiéu vé an toan thdng tin, cac yéu cau an toan bao mat
thdng tin, cac tiéu chuan ¢am bao an toan thong tin, nam
bat tinh hinh an ninh mang trong nuéc va qubc té

Hiéu duoc cac hinh thic tan cong hé théng

Hiéu duoc cach tin cong, tac hai va phan loai ma doc, cac
phuong phap phan tich va cac cong cu phan tich ma déc
Hiéu dugc md hinh xu ly phan tan MapReduce

Hiéu duoc Hadoop va cac thanh phan cua nd

Tim hiéu b thu vién JNI va cdng nghé ao héa VMware

Vé mat thyc tién #ng dung, luan vin da dat dugc mot sb két

qua sau:

Nghién ctu ung dung mdé hinh x& ly phan tan
MapReduce dé thiét ké, xay dung hé thong phan tich va
xir 1y ma doc

Poéng gop y twong, ma ngudn chuong trinh

Kiém tra tinh kha thi cua hé thong qua thu vién mau ma
doc

Trién khai hé thdng nay chay thir nghiém tai Dai hoc Pa
Ning

So sanh va 1am néi bat tinh hiéu qua caa hé théng nay so
Vai cac hé thong trude day

Tuy nhién, luan van con ton tai cac han ché nhu sau:
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Cong cu phén tich chua da dang nén cd thé chua phat
hién hét hanh vi caa ma doc

Qué trinh phan tich md doc bao gdm nhiéu cong doan
phuc tap nhu la phén tich so lugc, phéan tich hoat dong va
phan tich bang cach doc m thyc thi, vi thé hé thong phan
tich tw dong nay chi hd trg mot phan trong cac cong doan
noi trén, khdng thé thay thé hoan toan yéu té con nguoi
Cong doan xir Iy va phong chéng ma doc con don gian,
chua c6 co ché ngan chan va loai bo hiéu qua

2. KIEN NGHI VA HUONG PHAT TRIEN
Két qua cua luan vin dit ra nhiéu vin dé khoa hoc can tiép tuc
nghién ctu giai quyét. Hudng phat trién tiép theo cua dé tai la:

B6 sung xay dung hé thdng thuc thi trén nén dién toan
dam may

Xay dung céc thanh phan bé tro nhdm thé hién rd hon
két qua phan tich va xir ly, gitp cho nhiéu déi twrong co
thé sir dung bao co mot cach hiéu qua

Phat trién cac thanh phan xir ly va phong chéng ma doc
tu dong dya trén két qua phan tich c6 dugce dé tich hop
vao nhiéu hé théng nham han ché kip thoi céc tac hai do
ma doc gay ra



