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MO PAU

1. Tinh cap thiét cia dé tai

Trong nhitng nim gan day, sy ra doi va phat trién manh mé
cua cong nghé khong day giap cho nguoi dung linh dong hon trong
viéc lién lac trao ddi thong tin. Mang cuc bo khong day - WLAN, la
hé thong mang may tinh cho phép nguoi ding két ndi v6i hé thong
mang day truyén thong théng qua mot két ndi khong day.

Tuy nhién, mang khong day st dung kénh truyén song dién
tr. Do d6, n6 dit ra nhiéu thach thirc trong viéc xay dung dac ta va
trién khai trong thyc té. Bén canh d6, cic hé thong mang may tinh
khong day thuong duogc trién khai theo mé hinh hé thong mé khong
cai dat co ché kiém soat truy cap, cling nhu bao mat cho Access
Point dé gitp ngudi dung dé dang truy cip internet, mic du thiét bi
d6 ¢ hd trg cac giao thic bao vé thong tin theo WEP, WPA hodc
cao hon. Hién tai c6 mot sb cong ty cung cép giai phap trién khai an
ninh nhung hau hét cac giai phap nay tap trung chu yéu vao viéc
kiém soat truy cép internet, chua quan tdm nhiéu hodc khéng quan
tam dén van dé bao mat thong tin ctia nguoi ding.

Céc van dé nay da va dang duoc rat nhiéu vién nghién ciu,
cac co quan, cong ty vé biao mat cling nhu nhimng nha san xuét thiét
bi khong day quan tdm. Pay la mot hudng nghién ctru mo cho nhiing
nhitng ngudi mudn nghién ciru van dé an toan trong hé thong mang
khong day, dac biét 1a mang may tinh khong day. Chinh nhiing 1y
d6 nén toi quyét dinh chon dé tai: “Nghién ciru van dé an ninh mang
mady tinh khong day”.

2. Muc tiéu nghién ciru

Nghién ciru tong quan mang may tinh khong ddy, cac chuin

cta mang khong day, cac loai hinh tan cong va céc giai phap an ninh



cho mang khong day. Khao sat thuc nghiém mot s6 mo hinh mang
méy tinh khong day. Trén co s& d6 dé xuat giai phap, xay dung (mg
dung ddm bao an toan an ninh mang may tinh khéng day nganh gido
duc.

3. Poi twgng nghién ctru va pham vi nghién ciru

% Déi twong nghién ciru
- Vén dé an ninh mang khong day.
- Cac cong nghé, mo hinh va cac chuan ciia mang khong day.
- Cac k¥ thuat tin cong, giai phap khic phuc.
% Pham vi nghién ciru

- Thu thap cac tai li¢u lién quan, phan tich cac thong tin lién
quan dén dé tai.

- Tim hiéu cac m6 hinh mang may tinh khong day trén dia ban
Thanh ph6 Pa Ning.

4. Phwong phap nghién ciru

Két hop phuong phap nghién ctru tai liéu, phuong phap

nghién ctru diu tra va phuong phap nghién ctru thuc nghiém.

5. Y nghia khoa hoc va thuc tién ctia dé tai

Dé tai gop phan hoan thién trong viéc dam bao an toan va toan
ven dif lidu cho ngudi sir dung. Két qua nghién ciru cta dé tai c6 gia
tri thuc tién dam bao an ninh vé mang may tinh khong diy tai co
quan va tham khao trong cong tac nghién ctru cac mang khong day
khac.

3. Céu tric luin vin

Céu trac luan vin gdm ba chuong nhu sau:

Chuong 1: Co s6 1y thuyét

Chuong 2: Khao sat thuc nghiém

Chuong 3: Xay dung giai phap



CHUONG 1
CO SO LY THUYET

Chuong ndy nghién ciru tong quan mang may tinh khong day,

cac chuan ciia mang khong day va mot so6 mdé hinh mang hié€n nay

dang st dung. Bén canh do6, chuong nay con trinh bay vé van dé an

ninh an toan théng tin: cac loai hinh tin cong va giai phap dam bao

an ninh an toan thong tin. Nhitng ndi dung trong chuong nay la co so

dé thuc hién cac chuong tiép theo.
1.1. TONG QUAN VE MANG MAY TiNH KHONG DAY
1.1.1. Giéi thiéu vé mang may tinh khéng day

a. Mang mdy tinh khong ddy la gi?

“Mang may tinh khong day” hay con goi la mang WLAN

(Wireless Local Area Network) mang cuc bd khong day, gom hai

hay nhiéu mdy tinh giao tiép voi nhau bang nhiing giao thirc mang

chuan nhung khong can diy cap mang.

b. Cic thanh phén co bin ciia mang mdy tinh khéong diy
Kién tric WLAN co ban bao gdom:

Access Point

Card giao dién mang NIC
Anten

Bridge va Workgroup Bridge
May chu AAA

Switch va router “canh bao khong day”

c. Hoat dong ciia mang mdy tinh khong ddy

Cac mang WLAN sir dung cic song dién tir khong gian dé

truyén thong tin tr mot diém t6i diém khac. Cac song vo tuyén

thuong duge xem nhu cic song mang vo tuyén do ching chi thuc

hién chirc ning cung cép ning luong cho mot may thu & xa. Dir liéu
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dang duoc phat duoc diéu ché trén sdng mang vo tuyén sao cho c6
thé duoc khoi phuc chinh xac tai may thu.

Trong mot c4u hinh mang WLAN tiéu chuan, mot diém truy
cap ndi vai mang hiru tuyén tr mot vi tri ¢d dinh su dung cap tiéu
chuan. Chirc ning tdi thiéu cta diém truy cép 1a thu, 1am dém, phat
dit liéu gitta mang WLAN va co so ha ting mang hiru tuyén.

d. Uu diém va nhwoc diém ciia mang mdy tinh khéng day

% Uu diém

Tinh di déng: Nhiing ngudi st dung mang WLAN c¢é thé truy
nhap ngudn thong tin & bat ky noi nao trong pham vi phii séng.

Tinh don gidn: Viéc lép dat, thiét 1ap, két ndi mot mang
WLAN rat dé dang, don gian va co thé tranh dugc viée kéo cap qua
céc birc tudng va tran nha.

Tinh linh hoat: C6 thé trién khai mang WLAN ¢ nhitng noi
ma mang hitu tuyén khong thé trién khai dugc hodc kho trién khai.

Tiét kiém chi phi lau dai: WLAN rat d& dang mé rong va ¢
thé dap tmg tuc thi khi gia ting s6 luong nguoi dung ma khong can
phai cung cp thém cap két ndi nhu mang LAN truyén thong.

Kha nang vé huwéng: Cac mang WLAN cé thé duoc cdu hinh
theo cac topo khac nhau, dé dang thay ddi tir cic mang ngang hang
thich hop cho mét sé luong nho nguoi str dung dén cac mang c6 co
so ha tang diy du danh cho hang nghin nguoi st dung ma co kha
ning di chuyén trén mot ving rong.

% Nhuoc diém

Vé tinh bao mdt: Do st dung song dién tir dé thu/ phat dir liéu
nén tat ca moi may tram nam trong khu vuc phit song déu co thé thu

duogc tin hi€u. Vi vay, kha nang tan cong cuia nguoi dung la rat cao.



Ve pham vi: Mot mang chuan 802.11 g véi cac thiét bi chuan
chi ¢6 thé hoat dong tét trong pham vi vai chuc mét nhu trong pham
vi gia dinh hodc van phong.

Vé do tin cdy: WLAN st dung song vo tuyén dé truyén thong
nén viéc bi nhiéu, tin hiéu bi giam do tac dong cla cac thiét bi khac
nhur 16 vi séng,. .. 1a diéu khong tranh khoi.

Vé toc dé: Toc do cua mang khong ddy cham hon so v6i mang
st dung cap.

1.1.2. Cac chuin ciia mang may tinh khong day

a. Chudn 802.11 WLAN

IEEE 802.11: Chuin khong day IEEE 802.11 cung cdp cac
giao tiép khong day voi toe do 1 Mbps hodc 2 Mbps trong cac dai
ISM 2,4 GHz str dung FHSS hoédc DSSS.

IEEE 802.11b: Chuan IEEE 802.11b cung cép viéc truyén dit
liéu cho cac mang WLAN trong dai tan sd 2,4 GHZ véi toc @6 1
Mbps; 2 Mbps; 5,5 Mbps va c6 thé dat tdc do cao nhat 1a 11 Mpbs.

IEEE 802.11a: Chuan IEEE 802.11a hoat dong trong dai tan
s6 tir 5 Ghz dén 6 GHZ, str dung phuong phap diéu bién OFDM va
c6 thé nang toc do truyén dit lidu t6i da 1én t6i 54 Mbps.

IEEE 802.11g: Chuan IEEE 802.11¢g hd tro viéc truyén dir liéu
trong khoang cach tuong ddi ngin véi toc do 20 Mbps dén 54 Mbps.
802.11g 1a sy két hop tot nhat giira 802.11a va 802.11b.

IEEE 802.11n: 802.11n la thé hé hién tai cua mang khong day
tbc do cao, kha ning ho trg tbc do, pham vi phui song 16n nhét hién
nay. N6 phut hop véi cac ung dung can bing thong 16n nhu cic tng
dung da phuong tién. Wireless-N dugc x4y dung dua trén co sé cac

chuan khong day trude do két hop véi cong nghé MIMO.



b. Chudn 802.16 Broadband wireless

Chuan IEEE 802.16 (WiMAX) 1a cong nghé khong ddy mang
tinh cach mang trong nganh cong nghi¢p dich vu khong day bang
rong. Lép MAC 802.16 hd trg nén tang point-to-multipoint trén bing
tan 10-66 GHZ, toc d6 truyén tai dir lidu tir 75 Mbps t&i 120 Mbps.
No stir dung cong ngh¢ OFDM, tuong tu nhu 802.11a va 802.11g.

c. Chuin 802.15 Bluetooth

Bluetooth hoat dong ¢ dai tan 2,4 Ghz, st dung phuong thtic
trai pho FHSS. Trong mang Bluetooth, cac phan tir két ndi véi nhau
theo kiéu Adhoc ngang hang hoic theo kiéu tap trung, c6 1 may xir
Iy chinh va c6 tdi da 1a 7 may co thé két ndi vao.

1.1.3. M6 hinh hoat djng ciia mang may tinh khong day

a. Mo hinh Ad-Hoc (IBSS — Independent Basic Service Set)

b. Mo hinh Infrastructure (BSSs — Basic Service Set)

c. Mo hinh mang mo rong ESS (Extended Service Set)

d. Cic mé hinh thuc té
1.2. AN NINH AN TOAN TRONG MANG MAY TiNH
KHONG DAY

1.2.1. Khai niém an ninh an toan thong tin

An ninh an toan théng tin nghia la thong tin dugc bdo v¢, cac
hé théng va nhiing dich vu c6 kha nang chéng lai nhiing hiém hoa,
16i va su tac dong khong mong doi, cic thay ddi tac dong dén do an
toan cua hé thong 1 nho nhat.

1.2.2. Cac loai hinh tin céng mang may tinh khong day

a. Tin cong bi dpng - Passive attacks

Tan cong bi dong 1a mot phuong phap tin cong WLAN don
gian nhat nhung van rat hidu qua. Passive attack khong dé lai mot

dau vét nao ching té da co sy hién dién cia hacker trong mang vi



hacker khong that két ndi voi AP dé lang nghe cac goi tin truyén trén
doan mang khong day

b. Tin cong chii dpng - Active attacks

Téan cong chu dong la tn cong truc tiép vao mét hodc nhiéu
thiét bi trén mang, vi du nhu vao AP, STA. Cudc tan cong chu dong
c6 thé duoc dung dé tim cach truy nhap téi mot Server dé tham do,
ldy nhimng dit liéu quan trong, tham chi thyuc hién thay ddi c4u hinh
co s& ha tang mang. Kiéu tan cong nay dé phat hién nhung kha ning
pha hoai ciia n6 rat nhanh va nhiéu, khi phat hién ra chung ta chwa
kip ¢6 phuong phap ddi phé thi né di thuc hién xong qua trinh pha
hoai.

c. Tan céng kiéu chén ép - Jamming attacks

Phuong thirc Jamming 13 sir dung may phat c¢6 tin s phat
gidng tan s6 ma mang sir dung dé 4p dao lam mang bi nhidu, bi
ngimg 1am viéc. Tan cong bang Jamming khong phai 1a su de doa
nghiém trong, n6 khé c6 thé duoc thuc hién phd bién do van dé gia
ca cua thiét bi, n6 qua dat trong khi ké tdn cong chi tam thoi vo hiéu
héa dugc mang.

d. Tin cong theo kiéu thu hiit - Man in the middle attacks

Tén cong theo kiéu thu hit 12 dung mot kha ning manh hon
chen vao gitra hoat dong ctia cac thiét bi va thu hut, gianh léy su trao
d6i thong tin cua thiét bi vé minh. Thiét bi chén giita d6 phai co vi
tri, kha nang thu phat trdi hon cac thiét bi san c6 cua mang.

e. Tan céng vao cdc yéu té con nguoi

Pay 1a mot hinh thirc tan céng nguy hiém nhat né c6 thé dan
t6i nhitng ton that hét stirc khé luong. Ké tin cong c6 thé lién lac véi
ngudi quan tri hé thong thay doi mot s6 thong tin nham tao diéu kién

cho cac phuong thuc tan cong khac.



f. Mt s6 kiéu tin cong khdc

Ngoai cac hinh thirc tin cong ké trén, ké tin cong con sir dung
mot s kiéu tan cong khac nhu tao ra cac virus dat nam tiém an trén
cac file khi nguoi st dung do v tinh trao doi thong tin qua mang
khong day ma nguoi su dung da tu cai dat n6 1€n trén may cua minh..

1.2.3. Giai phap dam bao an ninh an toan mang may tinh
khong day

a. Bio mgt bang WEP (Wired Equivalent Privacy)

WEP 12 mot thuét toan bao nham bao vé sy trao ddi thong tin
chéng lai sy nghe trdm, chéng lai nhitng két nbi mang khong dugc
cho phép ciing nhu chdng lai viéc thay d6i hodc 1am nhidu thong tin
truyén. WEP sir dung stream cipher RC4 cing véi mot ma 40 bit va
mdt s6 ngau nhién 24 bit (initialization vector - IV) dé mi hoa thong
tin. Thong tin ma hoa dugc tao ra bang cach thuc hién phép toan
XOR gitra keystream va plain text. Thong tin ma hoa va IV s€ duoc
giri dén ngudi nhan. Ngudi nhan s& giai ma thong tin dua vao IV va
kh6aWEP da biét trudc.

b. Bio mdt bang WPA (Wifi Protected Access)

WPA 1a mot giai phap bao mat dugc dé xuit boi lién minh
WiFi nham khéc phuc nhing han ché cia WEP. WPA dugc nang cap
bang viéc cap nhat phan mém SP2 ciia Microsoft.

WPA cdi tién 3 diém yéu néi bét ciia WEP

WPA ciing mi hoa thong tin bang RC4 nhung chiéu dai cta
khéa 1a 128 bit va IV c6 chiéu dai la 48 bit. Mot cai tién ciia WPA 1a
WPA sir dung giao thire TKIP nham thay doi khoa dung AP va user

mdt cach ty dong trong qua trinh trao d6i thong tin.



WPA su dung 802.1x/EAP dé dam bao tinh nhan thyc 1an
nhau chéng lai kiéu tin cong xen vao gitta. Qua trinh nhén thyc dya
trén mot server nhan thuc (Radius/Diameter).

WPA st dung thuat toan kiém tra tinh toan ven cua ban tin
MIC dé tang cuong tinh toan ven cia thong tin truyén. MIC 1a ban
tin 64 bit duoc tinh dya trén thuét toan Michael. MIC dugc gui trong
go6i TKIP, gitip nguoi nhan kiém tra xem thong tin nhan duogc c6 bi
16i trén duong truyén hodc bi thay doi boi ké pha hoai hay khong.

Nhitng diém yéu ciia WPA

Diém yéu dau tién ctia WPA 1a n6 van khong giai quyét duoc
kiéu tdn cong tir chdi dich vu. Ké pha hoai c6 thé lam nhidu mang
WPA WiFi bang cach giri it nhat hai goi thong tin véi mot khoa sai
mdi gidy.

Ngoai ra, WPA van sir dung thuat toan RC4 ma c6 thé dé dang
bi bé v& boi tan cong FMS di duoc dé xuét boi nhitng nha nghién
ctru ¢ truong dai hoc Berkeley. Hé théng ma hoa RC4 chira dung
nhitng khoa yéu. Nhitng khoa yéu nay cho phép truy ra khoa mi. Dé
c6 thé tim ra khoa yéu ciia RC4, chi can thu thap mot sd luong du
thong tin truyén trén kénh truyén khong day.

c. Bio mdt bang WPA?2

Pén nam 2006, WPA chinh thirc bi thay thé boi WPA2. Mot
trong nhiing cai tién dang chii ¥ nhat cia WPA2 so voi WPA 1a su ¢6
mit bat budc cia AES va CCMP nham thay thé cho TKIP. AES sir
dung thuat toan mi héa dbi xing theo khdi Rijndael, st dung khbi
m3 hoa 128 bit va 192 bit hodc 256 bit. Chuan mi hoa nay dugc st
dung cho cac co quan chinh phit My dé bao vé cac thong tin nhay

cam.
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d. Cic cong cu bio mdt hé thong

% Chitng thiee bang dia chi MAC

% Chitng thiee bang SSID

e. Bio mdt nhiéu lop

Duya trén 1y thuyét thi mé hinh bao mat an toan nhat cho bét ctr
mang v tuyén nao chinh 1a su két hop cac phuong phap bao mat nho
lai v&i nhau (WEP, WPA, WPA2, Firewall, VPN, Radius Server, loc
dia chi MAC).

Su két hop giita cac phuong phép bao mat nay sé tao ra co ché
bao mat nhidu ludi. Boi vi mdi giai phap bao mat chi nham phuc vu
mdt muc dich khac nhit dinh nao d6 nén két hop chung lai thi s&
gitp dit liéu duoc an toan dudi nhiéu dang tan cong hon.

CHUONG 2
KHAO SAT THUC NGHIEM

Trong chuong nay nghién ciru thuc trang va yéu cau dam bao

an ninh an toan thong tin ddi v6i hé théng mang may tinh khong day
nganh gido duc. Nghién ciru thuc nghiém mot s mo hinh, giai phap
mang may tinh khong day tai mot sé trudng dai hoc — cao dang. Pay
1a co s¢ dé dé xuat giai phap, xay dung Gmg dung nham dam bao an
ninh an toan cho mang may tinh khong day tai cic truong hoc trong
khu vuc noéi riéng va nganh gido duc ndi chung.
2.1. PHAN TICH NHU CAU PAM BAO AN NINH AN TOAN
THONG TIN POI VOI HE THONG MANG MAY TiNH
KHONG DAY

2.1.1. Tiéu chi danh gia hé thong an ninh an toan thong tin

a. Danh gia trén phuwong dién vit ly
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b. Danh gia trén phuwong dién logic

2.1.2. Phan tich nhu ciu dam bdo an ninh an toan cho
mang may tinh khong day
2.2. PHAN TICH NHU CAU PAM BAO AN NINH AN TOAN
THONG TIN TRONG NGANH GIAO DUC
2.2.1. Vai tro ciia mang may tinh khong diy ddi véi gido duc

Viéc trang bi hé thong mang may tinh khong day & cac truong
dai hoc s€ lam tang kha nang tuong tac gitra gidng vién va sinh vién;
giang vién, sinh vién va nguodi quan tri mang hay giang vién, sinh
vién va hé thong thu vién truc tuyén. Ho c6 thé truy cap thong tin va
cac tmg dung mang dé dang hon & bét ctr noi nao trong khudn vién
clia truong. Bén canh d6, né con khuyén khich sinh vién st dung
may tinh xach tay c6 trang bi cong nghé khong day cua chinh ho
nham giap ho ting kha ning hoc tip — nghién ctru. Vi hé théng
mang may tinh nay, hiéu qua hoc tap cta sinh vién co thé duge cai
thién vi ho khong bi go bo bdi khong gian hoc tap.

GIANG VIEN
Nhiing bai giang va thong tin

N

THU VIEN
Sach di¢n tir va thong
tin tryc tuyén

un 3uoy)
eA 143 ueq SUnYN
L NVNO

SINH VIEN
Hoc tép truc tuyén va thong tin
Hinh 2.1. Sw twong tic giiva cdc doi twong sir dung khi truy cdp
thong tin bang mang mdy tinh khéng day
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2.2.2. Yéu ciu dam bio an ninh an toan thong tin d6i véi hé
thong mang may tinh khong day & cac truong dai hoc — cao ding

a. Nhu ciu béo vé dir liéu

Nhu cau bao vé dit liéu & cac truong dai hoc — cao d'flng 1a vin
dé dac biét quan trong bdi vi toan bd co so dir liu vé quan ly dao
tao cua nha truong duoc Iuu va thao tac tai cac may Server cua truong.
NOoO bao gém cac dit liéu vé diém hoc tap cua sinh vién, ké hoach giang
day — hoc tip cta giang vién va sinh vién, cac thong tin vé hoc phi,...
Nhimg dit liéu nay yéu cau phai tuyét d6i dam bao an toan khong bi
danh cap hodc sira chita thong tin.

b. Nhu cdu béo vé cdc tai nguyén sir dung trén mang

O céac trudng dai hoc — cao ding thi nhu cau sir dung cac tai
nguyén trén mang 1a rat 1on. Tuy nhién nhiing tai nguyén nay ludn bi
de doa boi nhiing ké tan cong. Pau tién chung truy cap vao hé thong,
sau khi da lam chi dugc hé théng bén trong thi ching co thé sir
dung cac may nay dé phuc vu cho myc dich cia minh nhu cai dat
cac chuong trinh chay an dé do mat khau nguoi st dung, tng
dung cac lién két mang sdn c6 dé ldy cip cac thong tin can thiét
hoac tiép tuc tn cong cac h¢ théng khac, ...

¢. Nhu cau béo vé danh tiéng truong hoc

Céc con sb thong ké vé cac cudc tan cong thuong khong duoc
thong bao mot cach rong rai. Mot trong nhitng nguyén nhan 1a ndi lo
bi mat uy tin cda truong hoc, dac biét 1a gay sy hoang mang khong
tin tuéng vao cac thong tin ma nha truong da cung cip. Poi véi
nhitng truong hop bi tin cong gdy mét an toan vé dir liéu thi ton that

ve uy tin la rat 16n va c6 thé dé lai hau qua lau dai.
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2.3. MO HINH MANG MAY TINH KHONG DAY O CAC
TRUONG PAI HOC — CAO PANG TREN PIA BAN THANH
PHO DA NANG

2.3.1. M6 hinh mang may tinh khéng day tai truong Dai hoc
Kinh Té Pa Ning

a. Gidi thiéu

b. Cong nghé va gidi phap Meraki Wireless

s Cong nghé

s Giai phap

ANENEEE—
eerr—

r— n

Hinh 2.2. M6 hinh mang Wireless Meraki tai trwong Dai Hoc
Kinh Té

¢. Uu diém va nhwoc diém mang Wireless Meraki

% Uu diém

- Quan ly tap trung nho cong ngh¢ dién toan ddm may lam

Controller.

- Giam chi phi mua Controller cyc Ién, khong tén phi

upgrade, hay sura chita controller, khong bi tam ngung viéc hoat

dong cuia network khi controller can upgrade.
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- Cong cu bao mat cao nhét voi céc tinh nang dugc tich hop
san nhu: IDS, RADIUS, TACACS+, LDAP, WPA2,...

- Nhiéu SSID véi nhiéu muc dich phuc vu khac nhau: Mang
riéng biét danh cho ndi bd hay sinh vién va mang cong cong danh
cho khach cong cong.

- Nguoi quan tri hé thong khong can phai c6 trinh d6 vé
chuyén nganh cao ciing c6 thé quan 1y hé théng thong qua hé thong
quan 1y mang truc tuyén.

% Nhuoc diém

- Gié thanh dau tu thiét b dat.

2.3.2. M6 hinh mang may tinh khéng day tai truong Cao
Ping Nghé Pa Ning

a. Gidi thi¢u

b. Mé hinh hé thong

Router
|

| |
AP
AP (@) () 'sinh vien
)| )

Gido vién

Server

=

Hinh 2.3. M hinh mang khéng day tai trwong Cao Ding Nghé Pa
Ning
d. Uu diém va nhwoc diém ciia mang khong day ciia truong
< Uu diém
- Hé théng mang may tinh khong day cua truong duge lip
dat kha don gian.
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- Chi phi cho hé thong twong ddi thap.

- Khong yéu cau sd ngudi quan tri hé théng nhiéu.

% Nhuoc diém

- Khong quan 1y tap trung.

- Khong phan quyén cho ngudi sir dung.

- Khéng kiém soat ngudi ding.

- Co ché bao mat chi dua trén WPA2 cua thiét bi Wireless
Access Point.

- Wireless Access Point Alcon 24005 voi chuan IEEE
802.11g c6 bang thong thap va sé nguoi dung truy cap cing luc it.

2.3.3. Danh gia chung cac mé hinh mang may tinh khong
day tai khu vwe khao sat

Qua khao sat thuc nghiém cadc mé hinh mang may tinh khong
day trén dia ban thanh ph6 Da Nang, tiéu biéu 1a hai mé hinh mang
khong day cua truong Dai hoc Kinh Té va truong Cao Pang Nghé thi
van con ton tai nhidu han ché. Hau hét cac mo hinh khong ddy chi
dua trén co ché bao mat WPA, WPA2 trén cac Access Point, nguoi
dung sau khi dd nhap mat khau hay nhitng ké tan cong bé khoa mat
khau dé truy nhap vao hé thong mang thi co thé sir dung cic cong cu
nhu Net Tool, Net IP, ... dé liy thong tin, dit liéu tir cic may tinh
trong mang.
2.4. KET LUAN

Qua qué trinh khao sat thyc té cac mo hinh mang may tinh
khong day trén dia ban, ngudi nghién ciru nhan thdy cic mé hinh trén
van con nhiéu han ché, khong dugc hiéu qua. Cu thé nhu sau:

Hoat djng: Séng khong 6n dinh vi khong co su hd tro lién két
giita cac node (khong mesh). D& dang c6 diém chét khi mot node c6

van dé.
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Quan Iy mang: Co Controller nén c6 thé quan 1y mang, nhung
viéc quan ly bd budc tai Controller, chirc nang bao dong su ¢ chua
ning dong lam.

Khi ¢6 sw c6: Viée tu dong cAu hinh trd lai dién ra cham hon.

Piém yéu: Chi phi cho Controller rat cao, va controller van bi
han ché trong viéc tai ) lugng node. Hoat dong mang phu thudc
hoan toan vao Controller nén rui ro cao.

CHUONG 3
XAY DUNG GIAI PHAP
3.1. PE XUAT GIAI PHAP DAM BAO AN NINH AN TOAN
MANG MAY TiNH KHONG DAY NGANH GIAO DUC

3.1.1. M hinh dé xuét

a. Nguyén tic thiét ké

Heé thdng mang khong diy dugc xay dung trong nganh gido duc
phai dap (mg cac nhu cau sau:

- Pam béo truy cip khong diy cho cac thiét bi di dong hd
tro.

- Pam bao cung cép dugc kha ning truy cip tai cac khu vuc
lam viéc chinh va mét s6 khu vuc khudn vién bén ngoai cac cac toa
nha trén.Cung cap cic thong tin, tai nguyén, giao tiép giita sinh
vién va nha truong.

- Pam bao viéc truy cép vao hé théng Server cua truong dé
dang ky mon hoc cta sinh vién trong toan truong.

- Phai ¢6 kha ning cung cap dich vy Roaming.

- Pam bao cung cép cac tinh ning bao mat phu hop tin cay
dé dam béo an toan thong tin cho toan by hé théng co soO dir liéu

quan trong cua trudng.
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b. Thiét ké mé hinh
Mo hinh thiét ké vét 1y chi tiét hé théng mang khong day dé
xuét nhu sau:

DHCP
Router

‘.’-’ ==

Hinh 3.1. M hinh mang khéng ddy dé xuit

3.1.2. Giai phap xay dung irng dung ciia mé hinh

b. Gidi phdp kiém sodt ngwoi ding thong qua dia chi MAC dé

cip IP

DHCP Server tao cac 16p mang IP khac nhau nhu 16p gido vién,
16p sinh vién, khach, ... Chi c6 16p IP gido vién dugc quyén truy cép
vao hé théng dé léy dir li€u phuc cho viéc day hoc con 16p IP khac nhu
sinh vién, khach thi khong c6 quyén.

Khi nguoi ding mubn két ndi vao mang thong qua cac diém truy
cap khong day thi nguodi dung d6 phai ching thuc dia chi MAC may
ctia minh voi nguoi quan tri va ngudi quan tri s& cip mot dia chi IP
tuong ung voi 16p nguoi dung dua trén dia chi MAC thong qua DHCP
Server.

¢. Gidi phap qudn ly tdp trung nhw mgt Controller cvia router

Draytek 5510
Str dung router Draytek nhu mét Controller lam gidi phap quan
1y tap trung toan bo hé théng mang. Thiét bi nay c¢é cac tinh ning bao

mat nhu chdng virus, spam, chéng xam nhap, gi6i han bang thong va
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cac tinh nang quan ly nhu quan 1y dia chi IP hay nhém dia chi IP, tao
ra cac rule cho phép hay khong cho phép ngudi dung truy cép
internet, facebook, yahoo, skype, xem video streaming, khoa céc
truy cap trang web theo tur khoa hay khoa truy cap trang web theo
ndi dung va chuyén dé, ... Pac biét, n6 co tinh nang Smart Monitor
gitip tim ra va khoa nhiing trang web khong lanh manh nhim tao mot
moi truong Internet an toan.

d. Gidi phdp diém truy cdp va mé rong mang khong day toc

do cao

Vi cong nghé chuan N téc do mang khong day lén téi
300Mbps, TP-Link TL-WA9OIND rét 1y tuéng cho viéc truy cip
mang khong day téc do cao va cac ung dung tiéu tén nhiéu bing
thong. Ngoai ra véi cong nghé tién tién MIMO cung cip bang tan
khong day cao Tx/Rx c6 kha ndng phat song ¢ pham vi xa hon lén
t6i 30 mét, dong thoi hoat dong thong qua ba dn-ten ngoai Tx va Rx
dé vuot qua sy suy giam tin hiéu hay vuot qua cac rao can vat 1y, c¢6
kha ning xuyén tuong va phat song tot.

TP-Link TL-WA90IND cung cdp md hoa WPA/WPA2 bao
mat mang WLAN va hd trg ché do hoat dong Repeater gitp dé dang
xdy dung mé rong hé théng mang khong day tai nhitng khu vuc kho
khin hoic loai bo ving chét khong day.

3.2. KET QUA MO PHONG MO HINH PE XUAT

3.2.1. DHCP Server

DHCP Server dung dé tao 4 16p dia chi IP, cép IP cho 4 nhom
nguoi dung khac nhau:

- L&p 192.168.1.x : 1a 16p IP cap cho cac phong ban.

- L&p 192.168.2.x : 1a 16p IP cap cho gido vién.

- Lép 192.168.3.x : 1a 16p IP cap cho sinh vién.
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- Lép 192.68.4.x: 1a 16p IP cip cho 16p khach.

Hinh 3.5. Lép IP cip cho nhém ngwoi diing
Nguoi dung phai géi dia chi MAC ctia may minh téi nguoi quan
tri va ing voi mdi dia chi MAC nguoi quan tri s& cap mot dia chi IP
tuong ung voi 16p nguoi dung do. Vi du nguoi dung 1a gido vién thi s€
duoc cap IP trong 16p gido vién 1a 192.168.2.x, ngudi ding 1a sinh vién
thi s& duoc cip IP trong 16p sinh vién 1a 192.168.3 x.

A =iz
I T ]
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Lt e} |
I I

Hinh 3.6. Ciip IP cho I6p ngwoi diing dwa trén dia chi MAC ciia

nguwoi dung
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3.2.2. Router Draytek VigorPro 5510
a. Ciu hinh Objects Setting
s IP Object/IP Group: tao nhitng nhom dia chi IP (dia chi
cla
tat ca cac host trong mot bo phan) thanh tén.

% Service Type Object: tao cac ddi twong dich vu nhu Web
http, Mail ...

b. Cdu hinh Content Security Management (CSM)

% CSM >>APP Enforcement Profile: tao b loc dung dé cho
phép hoac khong cho phép cac ung dung, chuong trinh chat IM, P2P,
cac Video Streaming.

s URL Content Filter Profile: tao cac bd loc ngan chan cac
chirc ning trén web va dong thoi ciing c6 thé chin ludn cac trang
web cdm ma khong can quan tam dén IP cta trang web do.

s Web Content Filter: tao bd loc khoda truy cép cac trang web
theo ndi dung va chuyén dé. Vao CSM>>Web Content Filter Profile.

c. Cdu hinh Firewall

% General Setup: loc cac Gmg dung, dbi twong, URL, ... voi
cac rule da tao.

% Filter Setup: dung dé loc céac ddi tuong 1P, dbi tuong dich
vu, ... v&i cac rule da tao.

% DoS Defense: nham giup hé thdng giam bét nguy co bi qua
tai vi bi tn céng DosS.

d. Ciu hinh Defense Configuration
Defense Configuration 1a tinh ning duoc tich hop san trén
router v&i cac cong cu bao mat cao nhét nhu: Anti-Virus, Anti-Spam,

Anti-Intrusion dé ngédn chan cac sy tan cong ngay tur dau vao.
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e. Ciu hinh Bandwidth Management

% Session Limit: gioi han phién truyén thong nguoi dung dé
ngan chan nghén mang do céc session.

% Bandwidth Limit: La tinh nang giGi han bang thong nguoi
dung nhim giéi han toc d6 download va upload cua cic may tinh
trong mang.

f. Céu hinh céng cu Smart Monitor

* Mo hinh trng dung

Truec tiép: Méy tinh cai Smart Monitor nbi diy mang truc tiép
dén port Lan Mirror trén DrayTek Vigor.

Gidn tiép: May tinh cai Smart Monitor ndi diy mang dén mot
port Mirror trén Swicth; tir Swicth néi day mang dén bét ky port Lan
nao trén DrayTek Vigor.

3.2.3. Wireless Access Point TP-Link TL-WA901ND

a. Két noi

b. Truy cdp

c.Thiét Igp cau hinh
3.3. PANH GIA KET QUA

> Kha ning két ndi
M0 hinh nay dadm bao cho nguodi dung truy cdp mang an toan,
thuan tién co nghia 1a sinh vién hodc giang vién c6 thé sir dung thong
tin quan trong khi ho can, gitip ho trd nén ¢6 ning suat cao hon ngay ca
khi ho khong ngdi trudc ban lam viéc.
» Kha ning twong tac
Mo hinh trén gitp mé rong dang ké pham vi dia 1y cua giao
duc va tao diéu kién thun lgi cho viéc tuong tac ciing nhu cong tac

thong qua kha ning truy cdp nhanh hon ddi véi kho nghién ciru, thu
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vién truc tuyén, céng dao tao, hé théng quan 1y khoa hoc va nhiéu hon
nira.
» An ninh mang
Théng qua chudn mi hoa khong diy DES va AES, cic hé
thong bang théng rong cta cac thiét bi trong mé hinh giup nhimng
trudng hoc, khu vuc truong, truong cao dang va dai hoc riéng 16 tao va
duy tri cdc muc an ninh cao dé hd trg va bao vé yéu cau gido duc kép
bao gdm sang tao m& va chia sé thong tin.
» An toan cho khuon vién va truong hoc
Mb hinh cho phép ngudi quan tri ¢ thé quan Iy tap trung
nguodi ding dua trén dia chi MAC dé nang cao an ninh cho co s¢ va
khuon vién truong cling nhu tang cudng an toan ca nhan cho sinh vién,
giang vién va nhan vién.
» Giam chi phi
Mo hinh trén voi nhitng thiét bi don gian va cach lap dat
hé thong ciing khong phirc tap nhung dam bao tinh an toan cho
ca hé théng. biac biét, chi phi dau tu cho hé théng mang may
tinh khong diy nhu mé hinh dé xuét & trén khong 16n. Do vay,

néu n6 dugc ung dung s& gitip tiét kiém khoan chi phi dau tu.

KET LUAN
An ninh mang may tinh khong day 1a van dé lu6n duoc dit ra
cho cac nha trién khai dich vu va thu hut rat nhidu nghién ctru ca vé
ly thuyét ciing nhu tng dung. Tuy nhién, hién tai chua c6 mot giai
phap nao duge xem 1a hoan hao cho moi tinh hudng. Chinh vi vay,
khi thiét ké hé théng mang may tinh khong day, ching ta phai dwa
trén co sO, yéu cau thuc té cua hé théng, can nhéc gitra céac loi hai

ctia cac phuong phap dé dua ra cac chinh sach an ninh, bao mat hop
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1y nhat. Trong thuc té xdy dung hé thong mang Internet khong day
cho nha truong déu c6 sy tham gia cia cic thanh phan khac nhau va
c¢6 nhitng yéu cau bao mat khiac nhau. Phan tich k¥ ludng cac diéu
nay gitp ta quyét dinh bién phap nao 1a phi hop nhit v6i hé thong.

1. Két qua dat duoc
Nghién ctu dugc thyc hién trong mot thoi gian khong dai,

song no van dat dugc mot s két qua nhu sau:

e Trinh bay tong quan vé mang may tinh khong day cung cép
cho ngudi doc mét cach khai quat co ché hoat dong cua mang
WLAN, wu diém ciing nhu cic md hinh hoat dong ctia mang
WLAN.

e Trinh bay thuc trang mat an ninh an toan cia mang khong day,
cac kiéu tAn cong trong mang khong diy va mot s6 giai phap
cho viéc ddm bdo an ninh an toan cho mang khong day.

e Tim hiéu, ddnh gia vé cac mo hinh mang may tinh khong day
& mot vai dia diém thuc té. Tir 40, tac gia dwa ra dé xuét giai
phap dam bao an ninh an toan cho mang WLAN nganh gido
duc gop phan bao mat thong tin khi trao d6i qua mang WLAN
ctia nganh déap Gmg yéu cau dit ra.

2. Han ché cia dé tai
Trong khudn khd cia luan vin nay, viéc nghién ciru moi chi

dung lai 6 mirc phéan tich va dua ra mot sb cac nhan xét vé cac bién
phép va cong cu an ninh, bdo mat da cé ciing nhu cac phuong thuc
bao mat dang dwoc phat trién va st dung véi hé thdng mang may
tinh khong ddy nham cung cép thém cho ngudi quan tri mang cé cai
nhin téng quan hon vé cac cong nghé hién hanh va kha ning bao mat
that su ctia hé théng mang may tinh khong day, tir 46 ra quyét dinh

lya chon phuong an an ninh, bao mat cho h¢ théng cua minh.
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Do pham vi bdo mat mang WLAN la rat rong, doi héi tinh
chuyén mén cao. Bén canh dé, diéu kién, méi truong dé ung dung hé
thong mang mdy tinh khong diy con gip nhiéu kho khin nén toi
chua thé tién hanh md phong thuc nghiém céc ing dung bao mit trén
hé thong. Toan bo nodi dung ludn vin méi chi ding lai & muc d6 céu
hinh trén céc thiét bi hién c6.

Thoi gian thuc hién nghién ciu c¢6 giéi han ciing nhu kién
thtrc va trinh do ban than con han ché nén luan vin khong thé tranh
nhiing thiéu s6t. T6i mong riang s& nhan dugc nhiing ¥ kién dong gop
cua cac thﬁy cd va cac anh/chi dé luan van hoan thién hon, ¢ ich
hon trong thyc té va trong cong viéc hang ngay cua toi.

3. Huwéng nghién ciru trong twong lai

e Di sdu vao nghién ctru cac thudt todn, cac giao thuc, ky thuat
bao mat.

e Nghién ciru vé cic cong cu phan mém ciing nhu phan cimg
duoc st

dung dé tin cong mang WLAN trong nhiéu méi truong diéu

hanh khac nhau dé phan tich, so sanh diém manh, diém yéu

clia timg cong cu nham muc dich sir dung né tim ra 16 hong,
diém yéu ton tai trong WLAN dé dua ra cc giai phap dé han
ché va khic phuc cac diém yéu va 15 hong do

e Nghién ciru cac bién phap tich hop hé théng chimg thuc dién

tu cho viéc dam bao an toan thong tin.



